Instructions for installing and configuring

Mobilelron on your iPad

First you will need to go to the iTunes App store to download and install the Mobilelron Mobile@Work
app.

The app will be the one on the left of the screenshot below...
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Once you have downloaded and installed the Mobilelron app you will need to follow the below
instructions for setup.

When you first open the app you will see a login screen. Here you will type in your HSEN user ID
and click Next.
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Mobile@Work

User Name

@ Mobilelrory

The next field will be the Mobilelron Server Name. Here you will type in mda.omh.ny.gov and click Next.

Mobile@Work

User Name axs8382

Server mda.omh._ny.gowv




Next you will get a pop-up requesting you to Accept Certificate, please choose Accept.

Accept Certificate

The certificate for this server cannot
be verified. Tap Accept to proceed
anyway.

Accept I;-ieject

You will be prompted to type in your Mobilelron password which will be Mobilelron$123 and click Go.

W = n

User Name ax8382

Server mda.omh. Ny . gow

Password I




Next you will see a pop-up requesting Mobilelron to “Use Your Current Location” please choose OK.

“Mobilelron™ Would Like 1o
Use Your Current Location

Don’t Allow oK

Once you click OK you will get a pop-up requesting you to allow Mobilelron to update your
configuration. Please choose OK.

Updating Configuration

will download and install a new
~onfiguration file using the built-

in 'Settings’ app-

OK




Next you will be prompted to install the Profile Service. Click Install at this pop-up.
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Install Profile

Profile Service
MY S ORI

Mot VWerified
Description Enter device into the NYS OMH
encrypted profile service
Signed mda.omb.ny.gow
Received Jan 14, 2013
Contains Dewice enroliment challenge

More Details

Clicking Install you will get a pop-up stating you have an Unverified Profile, please choose Install Now.

Profile Service
NYS OMH

Not Verified

Description Enter device into the NYS OMH

Signed Unverified Profile

Received The authenticity of “Profile Service”™
Contains cannot be verified. Installing this
profile will change settings on your
More Detail iPad.

Cancel Install Now




Now you will be prompted to choose a passcode for unlocking your iPad. You will need to follow the
Mobilelron security guidelines and passcode requirements.

Passcode MUST contain a minimum passcode length of 8 alphanumeric characters with a minimum of 2

complex characters.

Installing Profile

Enter Passcode

Enter your passcode




Next you will receive a Warning pop-up concerning Unverified Profile. Choose Install.

— Warning —

Unwverified Profile

The authenticity of “NYS OMH” cannot be verified. Installing
this profile will change settings on your iPad.

Root Certificate

Installing the certificate “iPhoneMobileConfigCA™ will add it
to the list of trusted certificates on your iPad.

Root Certificate

Installing the certificate “WeriSign Class 3 Public Primary
Certification Authority - G5” will add it to the list of trusted
certificates on your iPad.

Mobile Device Management

Installing this profile will allow the administrator at
“httpsiydmda.omb.ny.gowv/mifs/c/iymdm/mdm.htmi?
c=1073742026" to remotely manage your iPad.

The administrator may collect personal data. add/remowve
accounts and restrictions, list, install, and manage apps,. and
remotely erase data on your iPad.

Once the Profile is installed you should see a pop-up saying Profile Installed and Verified. Choose Done.
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Profile Installed

NYS OMH
‘ MNYS O

@ Verified
Description  MNYS OMH - Encrypted
Configuration
Signed mda omh. Ny gow
Received Jan 14, 2013

Contains SCEP enrollment request
2 Certificates

Mobile Dewvice Management

More Details



You should now be ready to use your iPad.

To check on the status of your iPad and any software installed or Locate your iPad you can use the link
below and enter your HSEN ID as your username and use Mobilelron$123 as the password.

https://mda.omh.ny.gov/employee

If you have any questions regarding these instructions please contact the EUM52 distribution list.

ocfs.dl.it.eum52 ocfs.dl.it.eum52@ocfs.ny.gov
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