..CONNECTIONS NEWS..

for the week of Dec. 8- Dec 16,  2011
______________________________________________________________________  
CONNECTIONS Intranet site:  http://ocfs.state.nyenet/connect/
______________________________________________________________________  
Featured in this edition…
“Info to Know”  for  Caseworkers
· CONNECTIONS Build to Improve Permanency Hearing Report is Approaching, p.1
· New Feature—CONNECTIONS Clues—Tips to Make CONNECTIONS easier and more efficient, p. 2
· Security Awareness Message/ Holiday Phishing Scams, p. 2
· New CONNECTIONS Security Awareness Message: Dispose of Information Securely, p. 3
· Public Folders to be Eliminated, p.3
· Next Records Retention Cycle Approaching, p. 4

 General “Info to Know”
· CONNECTIONS Weekly System Maintenance…pg. 4
______________________________________________________________________  
“Info to Know” for Caseworkers 

The next phase of the CONNECTIONS Transformation—introduction of the new Permanency Hearing Report (PHR)—will be implemented during the first quarter of 2012. The  PHR will be fully integrated into the CONNECTIONS system and contains a number of ease of use features that will result in a more useful and readable document.  Over the next several weeks we will be distributing more information about the build and the steps districts and agencies should be undertaking to prepare for implementation.  In addition, regional CONNECTIONS staff will be conducting meetings in which they will also provide more details.   
Attached are two documents that provide further information.  The first document is a letter which was distributed to local Commissioners and Executive Directors and provides a high level introduction to the build.
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The second document is an Impact Analysis which offers more detail about the new PHR’s features and possible impacts on local business processes for districts and voluntary agencies. 
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This item is the first in a weekly series that we will be publishing in the CONNECTIONS Weekly Bulletin.  It’ll contain tips, hints, clues to make using CONNECTIONS easier and more efficient for you.  Line workers who use CONNECTIONS regularly would benefit from having access to these tips.
You can copy from a WORD document into CONNECTIONS  but…

There are, what is known as, “Hot Keys” on your key board that makes copying and pasting into Connections possible since Connections does not recognize a “right mouse click”.  

First, check to be sure there is no formatting such as a table, graphics, logos, letterhead or scanned document; only text should be pasted into CONNECTIONS.  The error stating, "Text may only be pasted into this document. Please select only text and try again," is one of the new messages in the transformation that are related to copying/pasting data into notes/narratives. 
After removing any unacceptable formatting, highlight the text you want to copy and then select ctrl/C on the keyboard.  Now, click into the field where you want to paste the information.  Then select Ctrl/V on the keyboard. 


Security Awareness Message/ Holiday Phishing Scams!

Attached is a bulletin from National Cybersecurity and Communications Integration Center (NCCIC) regarding a report of current holiday phishing and online cyber scams.  

The bulletin includes recommended mitigation strategies from a US Government cybersecurity partner’s recommended practices document.  The NCCIC hopes to raise awareness by re-distributing these practices and details.  Please be cyber aware and alert this holiday season and throughout the new year.  
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New CONNECTIONS Security Awareness Message: Dispose of Information Securely

The December Security Awareness message will provide you with information to securely dispose of personal private, sensitive and confidential information.  See the attachment for more detail!  This document can be easily posted as a flier.
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http://www.ocfs.state.ny.us/connect/security/

Public Folders to be Eliminated Effective December 31, 2011

CIO/OFT will decommission NYSeMail public folders effective December 31, 2011. Users of public folders should move any data or information that needs to be retained to an alternate platform. Beginning January 5, 2012, CIO/OFT will decommission the public folder service, rendering any data remaining in public folders inaccessible. The CIO/OFT NYSeMail Group is available to provide guidance on various options for moving current public folder data based on the contents.

These options include:

1. Move the data to a PST file and store on a File and Print server. Standard service rates will apply for central File & Print servers.

2. Move the data to a shared mailbox. Standard service rates will apply.

3. Move the data to SharePoint. Standard service rates will apply for SharePoint sites.

If you still have public folder data and need assistance, please contact the NYSeMail group immediately at oft.sm.cns.nysemail@cio.ny.gov.


Next Records Retention Cycle Approaching

The December Records Retention Cycle is scheduled to begin on December 16.  We expect that it will continue through most if not all of the week end.

General “Info to Know”         



  
 CONNECTIONS Weekly System Maintenance 

Due to regularly scheduled system maintenance, the CONNECTIONS application will not be available on…

· Friday, 12/9/11 from 5:00 AM-7:00 AM
· Wednesday, 12/14/11 from 5:00 AM – 7:00 AM 
· Friday, 12/16/11 from 5:00 AM – 7:00 AM 
[image: image6.emf]
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Gladys Carrión, Esq., Commissioner
CONNECTIONS CLUES—Using Hot Keys to Make Copying and Pasting into CONNECTIONS Easier





CONNECTIONS Build to Improve the Permanency Hearing Report  is Approaching
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Impact Analysis

Improvements to the Permanency Hearing Report

Brief Description of Current Function/Process:

A Permanency Hearing Report (PHR) is statutorily required to be filed with the Family Court and
mailed to parties of interest fourteen days prior to each permanency hearing date certain. The
PHR provides the court with the information needed for it to make decisions regarding the safety
and well-being of the child, the family’s progress, the plan for achieving timely permanency for
the child, and the reasonable efforts to finalize that plan.

A PHR can be prepared in CONNECTIONS for any child who is abused, neglected, voluntarily
placed or completely freed for adoption and who has a Program Choice of Placement or Non-
LDSS Custody. A notice must be provided to the required parties and a statement submitted to
the court, listing those who received the notice and the report. The current PHR is a word
template that has the capacity to draw some information from other parts of CONNECTIONS.
The information entered onto the template cannot be aggregated or re-used. The current
template displays all questions, including those that do not pertain to the child, making the “on
line” version and report long and difficult to read. Review of a PHR must be accomplished “off
line,” through hard or electronic copies which may result in versioning confusion or mis-match
between what is filed with the court and stored in CONNECTIONS. Based on user input, OCFS
has integrated the PHR into the CONNECTIONS application, providing the ability to introduce
several ease of use features.

What Remains the Same?

- All statutory and regulatory requirements associated with date certain timeframes. For
details, see 08-OCFS-ADM-01 Changes associated with CONNECTIONS Build 18-9
Health, Education and Permanency Hearing Report Modules.

- Much of the content of the PHR, with the exception of minor wording changes and
updates for new statutory requirements (e.g., parents who are incarcerated or in rehab).

. Current models of practice related to contributors to the PHR, including the ability of
multiple workers with an assigned role in the stage to contribute to a PHR.

. The ability of any worker with a role in a stage to launch, complete and finalize the PHR.

. The ability to e-mail the PHR to oneself or another person, including the ability in NYC to
upload to Legal Tracking System (LTS).

What is New or Changing?

General Features:
« New data entry windows within CONNECTIONS will replace the template; the new
windows will closely mirror the printed report layout.
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Narratives and other data inputted into the new windows will be available for reuse in
subsequent PHRs (new using).

A new launch option: Launch PHR - New Using will enable pre-filling information from a
previous PHR that was produced using the new windows.

When responding to an individual mapped question, caseworkers will be able to retrieve
data from a source other than the pre-fill option they selected when launching the PHR.
For example, if a caseworker selected the Launch PHR - New Using option at PHR
launch, he/she may use information from an Approved FASP to respond to a specific
PHR question, if the information from that source is more up-to-date or useful.

It will no longer be necessary to repeatedly enter Court Information, Docket Information
and Adoption Checklist data for each PHR. This information will be stored in windows
that are not tied to a specific PHR and will be available for updating at any time. The
most current information from these windows will be uploaded to each new PHR.

One or more final PHRs that include the child may be opened for viewing at a time along
with an in-process/pending PHR.

Features to streamline the report and make it more relevant:

The new PHR will only present age- and PPG-appropriate questions.

The new PHR will only present/display certain questions based on the response to a
previous question. For example, the question pertaining to a child’'s AWOL status will be
presented only if the caseworker indicates that the child is AWOL.

All data brought into the PHR from a pre-fill source will be presented as a statement;
eliminating any predecessor questions.

The current report types — Single (SI) and Multiple (MU) will be replaced with Multiple
Child (MC), Individual Child (IC) and Freed Child (FC) to further reduce questions to only
those appropriate to the child(ren)/case circumstances.

Ease of Use Tools:

Other features of the new PHR will include the ability to:

Write sticky notes. The comments entered on sticky notes may be copied/pasted into
the PHR proper. This feature will be available on each long narrative section until the
PHR is finalized; after which they will disappear.

Collapse sub-sections on the window to reduce the need for scrolling.
Toggle between a short or long version of a question, again to reduce scrolling.
Open a long narrative field in full screen mode with a text editor.

Print the entire report or just one section.
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Review and Finalization:

The new PHR will be subject to submission edits and can only be marked Final if all
required components are completed.

A Check PHR Detail window will list any missing components on a single window.

Caseworkers will be able to submit a PHR for review to their supervisor or other
CONNECTIONS user, inside or outside their organization. Reviewers will access the
actual windows in browse mode; reviewers will use sticky notes to provide comments.

The local district will have the option to include space for an attorney signature on the
Verification Page.

Implications/Considerations

Decision points for local districts/voluntary agencies:

Whether to add space for an additional signature on the Verification Page.

Determine whether the Submit for Review process will replace current “off line” review
procedures. If DSS attorneys will review the draft PHR on-line, determine whether the
attorneys will require access to CONNECTIONS and training. OCFS will provide
business process analysis support to assist districts make these determinations.

Decision points for caseworkers:

Data entered onto the new PHR windows will not “write back” to any other
CONNECTIONS modules (e.g., Health, Education). To avoid duplicate data entry,
caseworkers should update these modules before launching the PHR and then transfer
the data into the PHR via pre-fill functions.

Determine if information that resides outside of the PHR (e.g., Court Information, Docket
Information and Adoption Checklist) should be updated.

The contact summary provides an automated compilation of caseworker contacts, drawn
from progress note data. This data may not be modified within the PHR. Caseworkers
should update progress notes before launching the PHR.

Determine the best pre-fill option for the current PHR including any PHR created with the
new windows (for the same child).

Determine, at the question level, which is the best source of data for the response and
use that source if it is more current than the pre-fill source selected at PHR launch.

As with the current template PHR, decide what health information to include or edit out
(Reproductive Health, HIV, and Substance Abuse).
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Recommendations

Local district/voluntary agency administrators should be alert to OCFS/CONNECTIONS
communications and announcements concerning the new PHR functionality and share
that information with their staff. Upcoming RIST meetings will address the new PHR.

Local district/voluntary agency administrators should conduct business process reviews
of the current PHR review process and determine whether the district/agency will use
the new Submit for Review (on-line) process. District/agencies should work with
attorneys representing the district evaluate whether they will require system access that
they do not currently have and/or whether they will require basic CONNECTIONS
training.

Staff who play a part in the launch, preparation, review or finalization of Permanency
Hearing Reports should attend training provided by the Professional Development
Program, SUNY. Training for this functionality will be instructor-led, either in a classroom
setting or on users’ desktops, using iLinc. Tasks required to enable staff to participate in
the training include:

o Staff Development Coordinators/Training Coordinators will need to enter staff in
STARS.

0 An iLinc account is required for iLinc courses. (Note: ILinc accounts are
automatically created when a staff person is registered for an iLinc class and
does not already have an account.)

o Staff who have not taken an iLinc class before are required to attend an
“Introduction to iLinc” course to learn how the on-line classroom works.

0 iLinc courses require download of the iLinc software to your computer and the
use of a headset with a microphone.

Staff should be familiar with the resources available to them to support their use of the
new PHR windows: These will include:

0 On-Line Help (windows-based help)

0 How Do | documents

o User Guide

0 Tip Sheet
Note: Apart from windows-based help, these resources will be available on the
Help/Training link on the main CONNECTIONS window.

Staff will be able to practice using the new functionality using
0 The Training Database, if the local district/voluntary agency has previously opted
to request special log-on IDs.
0 A new web-based tool that will use simulations to guide staff through the new
windows.

Local district/voluntary agency administrators should work with OCFS regional
implementation staff to arrange on-site support for their staff in the weeks that follow the
release of the new windows. These staff will also be available to provide presentations to
administrators/supervisory staff in advance of implementation.
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NATIONAL CYBERSECURITY AND
COMMUNICATIONS INTEGRATION CENTER

BULLETIN

A-0001-NCCIC -150020111205

DISTRIBUTION NOTICE (A): THIS PRODUCT IS INTENDED FOR THE CYBERSECURITY, CRITICAL
INFRASTRUCTURE AND / OR KEY RESOURCES COMMUNITY AT LARGE.

HOLIDAY PHISHING AND ONLINE CYBER SCAMS

EXECUTIVE SUMMARY

(U) This advisory provides general guidance to public and private sector organizations and individuals
about potential holiday phishing and other online cyber scams. With the increase of buying goods and
services online, especially during the holiday season (i.e. cyber Monday), the USG sees increased
malicious cyber activity resulting in both online fraudulent activity and the loss of consumers’ personal
information. Cyber criminals often use multiple methods, such as phishing emails and phony websites,
to attract online shoppers and gain access to and exploit their personal information. Additionally,
attackers who pose as legitimate online businesses and services will use fraudulent emails and websites
to infect an unsuspecting shopper’s computer with malicious code. This advisory offers some suggested
methods that may help minimize the likelihood of a consumer becoming successfully compromised. We
encourage anyone receiving this advisory to distribute it widely.

BACKGROUND

(U) During the holiday season, many consumers will choose to buy gifts and services from online
retailers. Malicious actors will take advantage of the increased volume of online consumers and try to
exploit those who are unaware of cyber risks and gain access to their personal information. Public and
private sector organizations and individuals should remain vigilant when purchasing online. Some of the
current threat trends include, but are not limited to:

e Phony profiles on social networking sites such as Facebook and Twitter are claiming to be
legitimate businesses. These fake profiles will look like their legitimate counterparts but clicking
on links in these profiles could allow malicious code to be installed on the victim’s computer
compromising the victim’s security and privacy”.

e Emails from hotels claiming that a “wrong transaction” has been charged to a credit card have
also been reported. The hotel will claim to offer a refund if the victim downloads and completes
a refund form. Unfortunately, the form is embedded with malicious code and downloading it
installs malware onto the victim’s computer?.

e Emails which are actually phishing scams involving bogus courier services during the holidays.
The fake courier will send an email saying there is a package waiting for the victim and ask for
personal information in order to retrieve it’.
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e Non-legitimate websites claiming to have the “hot” gift of the season when most legitimate
retailers are sold out. The non-legitimate websites will tempt the victim to order from them
when they actually do not have the item and will steal their personal information and charge
their credit card’.

PREVENTATIVE STRATEGIES

(U) The following preventative strategies are intended to help our public and private partners
proactively look for emails attempting to deceive users into ‘clicking the link’ or opening attachments to
seemingly real websites regarding holidays season ‘deals’. The following represents some best practices
to follow but is not an exhaustive list:

e NEVERclick on links in emails. If you do think the email is legitimate, whether from a third party
retailer or primary retailer, go to the site and log on directly. Whatever notification or service
offering was referenced in the email, if valid, will be available via regular log on.

e NEVER open the attachments. Typically, retailers will not send emails with attachments. If
there is any doubt, contact the retailer directly and ask whether the email with the attachment
was sent from them.

e Do NOT give out personal information over the phone or in an email unless completely sure.
Social engineering is a process of deceiving individuals into providing personal information to
seemingly trusted agents who turn out to be malicious actors. If contacted over the phone by
someone claiming to be a retailer or collection agency, do not give out your personal
information. Ask them to provide you their name and a call-back number. Just because they
may have some of your information does not mean they are legitimate! Again, be careful when
providing any information over the phone. For further information regarding holiday scams,
visit: http://www.us-cert.gov/current/index.html#holiday season phishing scams and

POINTS OF CONTACT

(U) While the U.S. Government does not endorse a particular solution, identifying vendors with
experience managing cyber incidents may reduce the time it takes to mitigate damage and restore
service or operations if compromised.

(U) Any cyber intrusion, including data breaches involving a monetary loss or financial nexus, can be
reported to any of the FBI’s 56 Field Offices. For FBI field office contact information, please consult your
local telephone directory or see the FBI's contact information web page:

http://www.fbi.gov/contactus.htm

(U) US-CERT (www.us-cert.gov) offers a wide variety of technical and non-technical information to make
use of both before and after an incident. A variety of documents with information regarding defensive
measures to combat a computer network attack are available at:

http://www.us-cert.gov/nav/t01/
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(U) Many organizations can suffer financial loss as a result of a cyber attack and may wish to pursue
criminal or civil charges against the intruder. For legal advice, we recommend that you consult with
your legal counsel and law enforcement. Data breaches involving a monetary loss or financial nexus
such as a compromise to your credit or debit accounts, or personal information can also be reported to
the U.S. Secret Service for criminal investigation. For more information contact your local Secret Service
Field Office for assistance.

http://www.secretservice.gov/field offices.shtml

(U) Non-U.S. entities may need to discuss malicious cyber activity with their local law enforcement
agency to determine the appropriate steps that should be taken with regard to pursuing an
investigation.

ENDNOTES:

1. 'Tis the Season to Get Hacked: Don’t Become a Holiday Cybercrime Victim,
socialmediatoday.com - http://socialmediatoday.com/jan-legnitto/395737/tis-season-get-
hacked-don-t-become-holiday-cybercrime-victim

2. 12 Scams of the Holidays: Do Not Let Cybercriminals Steal Your Holiday Spirit, blogs.mcafee.com
- http://blogs.mcafee.com/consumer/12-scams-of-the-holidays-do-not-let-cybercriminals-steal-
your-holiday-spirit
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Dear Commissioner/VVA Executive Director:
Re: Permanency Hearing Report Roll Out

We are pleased to inform you about the next phase of the CONNECTIONS
Transformation — the introduction of the new Permanency Hearing Report
(PHR). As you may be aware, the PHR was partially integrated into
CONNECTIONS in March 2007. Although a significant improvement over
the earlier standalone templates, OCFS received considerable input from users
regarding the need to provide more automated support to compile the report.
Family court judges, court referees and attorneys provided input on the PHR
format and legal requirements. With the assistance of users from throughout
the State, OCFS has developed several ease of use enhancements that will
result in a more useful and readable PHR.

The PHR will be released to the field during the first quarter of 2012. Much of
the content of the report will remain the same, however, questions have been
added to reflect recent statutory changes and several questions have been
revised for clarity. An important new feature will be the ability for supervisors
and attorneys representing local districts to review and comment on a draft
PHR on-line. We believe this feature will help address the existing problem of
potential mismatches between what is provided to the court and what is stored
in the system. To achieve this improvement, your staff may need to re-
engineer current PHR review and submission processes. OCFS will provide
the tools and technical assistance to support you in this effort.

In the next few weeks, please encourage your staff to plan for the
implementation by;

e Being alert to announcements from OCFS/CONNECTIONS
concerning the new PHR.

e Attending regional meetings to receive an orientation to the new
windows and OCFS implementation and training plans.

e Participating in a survey to document current business processes used
to review and submit the PHR and taking advantage of on-site
assistance to help make these processes more efficient.

e Engaging DSS attorneys for their input into potential changes to
business processes and identifying any needs for training and
support.

e Enrolling in the instructor-led training (via classroom or iLinc) that
will be offered.

e Exploring the tools posted on the CONNECTIONS internet,
including Impact Analysis, User Guide, Readiness Checklist as well
as others.

e Practice using the training database and/or new web-based tool.





Throughout this process, OCFS regional implementation staff will be available for on-site technical
assistance. If you have any questions specific to the implementation and/or training, please contact
your CONNECTIONS regional implementation coordinator or Jack Nabozny, Manager of
Implementation and Operational Support, at 518-402-3078 or Jack.Nabozny@ocfs.state.ny.us.

Thank you for your continued support while we partner to transform the delivery of child welfare
Services.

Sincerely,

(Stura h‘%

I-\.,x:J lﬁg‘lza—::’;-.—;ﬁ:;l- L "'_,-Il}"'u

Laura M. Velez William E. Travis, Jr,
Deputy Commissioner CIO/Deputy Commissioner
Child Welfare and Community Services Information Technology

cc: William Gettman, Executive Deputy Commissioner
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Security Awareness Message

Dispose of Information Securely

v Don't store confidential information longer than necessary on
your personal computer or portable device and follow your
organization’s retention and disposal procedures. DO NOT
dispose of anything if you are on a litigation hold. If you are not
sure if you are on a litigation hold, ask your supervisor.

v’ Properly dispose of information that contains personal, private
and sensitive information (PPSI) or information that is
confidential. Paper documents that contain PPSI and confidential
information should be cross cut shredded or, if available, placed
in secure bins for secure disposal.

v" OCFS will pick up and securely dispose of any OCFS equipment
when it s no longer  needed. Email  the
comctrup@ocfs.state.ny.us  mailbox for assistance.

v' Read/writable media (including hard drives) that is being
redeployed should be wiped using Department of Defense (DoD)
compliant software. This software can be downloaded from the
Internet at no cost.

v CDs and DVDs should be physically destroyed using shredders
capable of shredding such storage media. If such a shredder is
unavailable, the media must be cut into four or more pieces.
Storage media such as USB or hard drives must be physically
destroyed by burning, crushing or smashing.

v  Guidance is available in the NYS Office of Cyber Security
informational quide, “Erasing [Information and Disposal of
Electronic  Media at,”  http://www.dhses.ny.gov/ocs/local-
government/.

OCFS Information Security Unit- December 2011
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