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Obtaining the Necessary Accounts and Permissions

There are several accounts, applications and permissions needed by a Voluntary Agency Local Security
Administrator (LSA) to successfully access the NYS network and complete their duties. These include the
following:

e A user account on the HSEN domain (your “regular” account to log into CONNECTIONS), typically
two letters and four numbers, such as 6972XX or AD7802

e Aregular user account on the SVC domain (same format as your
HSEN ID)

e An administrative (ADM) account on the HSEN domain (used to
access features within the WebStar application when creating
accounts for other users or adding access to the CONNECTIONS
application).

Note: A transition to the
ARS application is
currently underway.
Once completed, an ADM
account on the HSEN
domain will no longer be
needed as all account

e A Special Access account on the SVC domain (used to access features creation and
within the ARS application to manage user accounts once they have management activities
been created in WebStar) will be done in ARS.

e SSL-VPN permission to access state applications such as WebStar,
ARS and Cognos/Data Warehouse from a non-state-owned device (e.g., an agency owned computer)

e an RSA token - needed for two-factor security authentication when accessing applications on the
NYS network. Tokens may be either hard (fob) or soft (codes sent you via an application on your
phone or other device)

e an up-to-date version of the Pulse Secure application on the device you will use to access the state
network.

Administrative and Special Access account requests to NYS-ITS are now handled electronically via
A the ITSM application. Since Voluntary Agency workers do not have access to the ITSM system for
creating electronic requests, this step is done by the CONNECTIONS Implementation Team.

Detailed instructions are included in this guide for CONNECTIONS Team Members to accurately
complete electronic requests in the ITSM system. Voluntary Agency users can disregard instructions
shown in this format.

The creation of accounts and granting of permissions still require the completion of several forms, as
noted in the steps below. Forms must be completed, printed, signed, scanned and returned
electronically to your CONNECTIONS Implementation Team member for processing.

It is important that each of these account creation steps be completed in the correct order.



Step 1 - Obtain Regular User Accounts on both the HSEN and SVC Domains

Regular user accounts on both HSEN and SVC domains are needed before the administrative accounts
needed to access WebStar (HSEN domain) and ARS (SVC domain) can be set up.

When a regular HSEN account is created, it should auto-migrate to SVC domain within 24 hours.

Note to CONNECTIONS Team Members:

You must request the establishment of BOTH regular accounts (HSEN and SVC) via the ITSM Self Service
Portal>Service Catalog>User Accounts and Access>User Account Access.

If you do not request the SVC account, it will not be set up and will prevent the later creation of the SVC
Administrative account needed to access ARS.

The regular account MUST have a valid email address connected to it that displays in the Global Address
List (GAL). This is required in order to create the administrative accounts and email ID, password and
password reset instructions to the user. The email address listed will also link all three accounts
together so that they can be deprovisioned as a group when the time comes.

If a user is new to CONNECTIONS, does not have a regular account, and the agency does not currently
have a Local Security Administrator (LSA) who can create one, a request can be made to OCFS-ITS by
your CONNECTIONS Implementation Team member to have one created. This is currently handled by
Paula Ainspan at the OCFS Home Office.

The following user information is needed to create a regular account:

e  First Name e Email address

e Last Name e JobTitle

o Middle Initial (if available) e Agency name (as shown in the Resource Directory)
e Work Address e Agency code

e  Work phone number e Agency site code (if multiple sites)

Once the regular accounts are created, the user will receive an email listing their new account ID and a
temporary password. Users should log onto the network with each to activate the account and to
complete a required first-time log on password change. Temporary passwords expire in 72 hours, so
users should log on as soon as they receive their new accounts and temporary passwords.

Step 2 - Register your Regular Accounts and Passwords on the NYS ITS Password Self Service Portal

Additionally, all users should register their accounts on the NYS ITS Password Self-Service Portal
(https://password.ny.gov) to expedite future password resets. Even though the two regular accounts
look similar, they are two separate accounts, and each must be registered on the portal.

Hint: It may be helpful to set both passwords as the same.


file://///ocfs-smb/ocfs_home/IT1013/ITS-OFT/ADM%20account%20process/password.ny.gov

i:g:a';g:.:f NYS ITS Password Self-Service

Login to access NYS ITS Password Self Service

This application manages your Windows Desktop account password. You may
enter your Email address, or use your Logon Id (Domain\Username format) to
login:

™

reCAPTCHA
Privacy - Terms

I'm not a robot

When registering accounts, Voluntary Agency staff should not use their email address. Instead, use
your domain (HSEN or SVC), followed by a backslash (\) and your CONNECTIONS ID (e.g., 6972XX). Thus,
for example, “HSEN\6972XX” and “SVC\6972XX”. Accounts on BOTH domains should be registered.

Note: Reset the password for your HSEN domain account first. Sometimes, when you reset the
HSEN\UserID account it automatically syncs to the SVC\UserID account and sets the same password for
that account. If you then attempt to change the SVC\UserlID account password, you will be alerted that
passwords cannot be changed more than once in 24 hours. This indicates that new HSEN\UserID
password has already synced to the SVC\UserID account and both now carry the same password. If you
receive this message, cancel the password change for the SVC\UserlD account.

To test this, go to Manage My Passwords section in the portal, which will prompt you for your current
password. Enter the password you just set for the HSEN\UserID account as the password for the
SVC\UserID account. If it works, cancel and do not proceed with any change for this account.

Step 3 — Obtain SSL-VPN Permission

Once the regular HSEN account has been created, SSL-VPN access must be applied for by completing the
SSL-VPN request form (OCFS-4827), available at https://ocfs.ny.gov/help/remote-access/#t1-Remote-
Access-Requests under the section for Information on Secure Socket Layer Virtual Private Network (SSL
VPN) for Non-State Owned Equipment.

This form has recently been revised (11/26/19) and simplified, but it still must contain the signature of
the Voluntary Agency’s Executive Director. Per the OCFS Legal Department, electronic signatures or
emailing the form from the account of the Executive Director cannot be substituted for a physical
signature.

Print the form, complete it, have it legibly signed by the agency’s Executive Director, scan it and return
the completed electronic copy to your CONNECTIONS Implementation Team member so it can be
submitted via the ITSM system (a process currently managed by Jennifer Wright at OCFS Home Office).


https://ocfs.ny.gov/help/remote-access/#t1-Remote-Access-Requests
https://ocfs.ny.gov/help/remote-access/#t1-Remote-Access-Requests

Note: SSL-VPN requests for Cognos (Data Warehouse) access should be emailed directly to the
data.warehouse@ocfs.ny.gov address as noted on the form. They do not go through ITSM.

Note to CONNECTIONS Team Members:

SSL-VPN requests are submitted via the ITSM Self Service Portal>Service Catalog>User Accounts and
Access>User Account Access

e |n the Short Description field: Enter the name of the VA user and their regular user account, stating
that they need SSL-VPN access.

e |n the Description Field: restate the name and regular account of the user needing SSL-VPN. Add the
reason why - i.e. “Needs to access WebStar and ARS to create new accounts and maintaining user
accounts for (Name of Agency and Agency code)”.

e Choose Peter Whitford as the Approver.

e Inthe Select appropriate NYS Entitlements section, click the SSL-VPN Access and the Data Access
boxes.

e Attach the signed, scanned SSL-VPN request form.
e (lick the Order Now button.

Note: After the request has been submitted, you must also email Pete Whitford
(Peter.Whitford@ocfs.ny.gov) to alert him that the request is awaiting his approval.

Step 4 - Acquire an RSA Token

An RSA token is required to securely access the state network from a non-state-owned device (such as
an agency-owned laptop or computer) via SSL-VPN.

A You must have a reqular user account and SSL-VPN access before applying online for a token.

1. Navigate to the RSA website, https://mytoken.ny.gov

" NEwvoRK

Office of Information

Technology Services | gF| F SERVICE CONSOLE

2. Asyour UserID, % Home
enter Your State This application is used to manage your token usage. Your User ID is typically in the form of your email address.
issued email
Log On Support
address
Log on with your corporate credentials to request new tokens and manage existing Troubleshoot SecurlD token
(@dfa.state.ny.us) tokens,

; [
if you have one.

Do you need to enable a new token?

Enable your token
Forgot your user ID? Contact your administrator.
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For workers who do not have a state issued email address (i.e., who are “Custom Recipients” and
use an agency email address), this field will need to be completed with one of the 6 choices below. If
one does not work, please try the next choice until one does.

e userid@ext.ny.gov

e userid@dfa.state.ny.us

e Firstname.lastname@dfa.state.ny.us

e userid@hsen.ny.gov
e Firstname.Lasthname@hsen.ny.gov
e Firstname.Lastname@ext.ny.gov

If none of the above choices work, the email address associated in the background with your
A account doesn’t fit a usual pattern. Please call the Enterprise Service Desk at 844-891-1786 or
email them at Fixlt@its.ny.gov for assistance.

If you can successfully log in, follow the steps in the RSA SecurID Token Request User Guide,
available at https://its.ny.gov/sites/default/files/documents/rsa_token_request_job_aid.pdf to
complete your token request.

e Note: Your “Office 365 password” is the password for your CONNECTIONS account, not
necessarily the one you use to log into your agency computer.

Step 4: Enter your
Office365 Password & Log On
(this is the same

Logon is required. If you have forgotten your logon information, contact your help desk or administrator.
password you use to Iog

onto your computer and User ID: edward.donnelly@its.ny.gov
ema”) and select L°g Authentication Method: Password
On.

Password: |ooooo'oooool

Cancel Log On

e Be sure to include the email address that you typically use so that you can receive
communications relevant to your request.

o If ordering a hardware token, be sure the street address on file is correct so that your token can
be mailed to you without delay. The address field pre-fills with the address listed for you in the
NYS Global Address List (GAL), to which voluntary agency workers do not have access. If the
prefilled address not correct, be sure to enter the one where you want the token mailed.

o If you have applied for but not received your token within a reasonable amount of time, please
contact the Helpdesk for follow up at 844-891-1786.

e Typically, requests for soft tokens are fulfilled much more quickly than those for hard tokens.


mailto:userid@ext.ny.gov
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A Further Note about Tokens:

e Tokens user specific: they are associated with a user’s email and, for soft tokens, phone number.
Therefore, they CANNOT be transferred between users.

e When a user who has been issued a hard token no longer needs it, the agency’s LAN Administrator
should physically obtain the token from the user and mail it back to NYS ITS at the following address:

Dawn DeZago
P.O. Box 2062
Albany NY 12220

e For soft tokens, the LAN administrator should email the user’s information to hs.crm@its.ny.gov.
The Customer Relations Management (CRM) staff will send the information to the RSA
Administration staff.

e Tokens cannot be re-enabled once they are collected and sent back. A new token will need to be
ordered for a user who has left the agency and returned.

e If a useris having issues with their token, the user them self can reset their credentials on the
https://mytoken.ny.gov website or call the Helpdesk for assistance.

Step 5 - Submit Requests for Creation of HSEN Administrative and SVC Special Access Accounts

Once regular accounts have been established, SSL-VPN permission received and an RSA token acquired,
requests for an administrative account on the HSEN domain (for WebStar) and a special access account
for the SVC domain (for ARS) can be requested.

Administrative/Special Access account requests must be submitted via the ITSM system with
the assistance of your CONNECTIONS Implementation Team member as Voluntary Agency
workers do not have access to the ITSM portal.

Complete the AD Admin Request Form (updated 2/6/19) available on the Forms page, under Security
Forms on the CONNECTIONS internet webpage.

Please be sure you use the most recent version of the form and fill it out in its entirety. It will be
rejected if not completed fully. If you are unsure of the terminology, ask your CONNECTIONS
Implementation Team member for assistance.

e Print the form and have it signed (legibly) by the Agency’s Executive Director. Per the OCFS Legal
Department, electronic signatures or emailing the form from the account of the Executive Director
cannot be substituted for the physical signature.

e Scan the completed, signed form and email the electronic copy to your CONNECTIONS
Implementation Team member so it can be submitted via the ITSM system.


mailto:hs.crm@its.ny.gov
https://mytoken.ny.gov/

Note to CONNECTIONS Team Members:

Administrative account requests are submitted via the ITSM Self Service Portal>Service
Catalog>User Accounts and Access>Active Directory (AD) Privileged & Service Accounts

Two different units at ITS are involved in the creation of SVC Special Access accounts:

= |2 EUS UAM creates the SVC account with the format of _(firstinitial)(lastname)
= L2 Plat Enterprise AD adds the SVC\_ (firstinitial)(lastname) account to the correct groups

While the completed form must be attached to the request, all information on the form
must also be included in the narrative section of the ITSM online request (RITM) as ITS

A staff do not refer to any attached forms. The forms are used for OCFS Legal tracking

purposes only.
For example:

“Mary Jones (HSEN\AD7802 and SVC\AD7802) is the new LAN Administrator for Abbott
House (P10), a voluntary agency that uses the OCFS CONNECTIONS application. She needs an
Administrative account created on the HSEN domain to access WebStar (LSA group) and a
Privileged 9Special Access) account created on the SVC domain to access ARS (Full Control
group). Mary’s email address is MJones@Abbotthouse.net.”

Complete the form information as follows:

Agency Name — as shown under “Site Information” on the form

Site Information  Provide the address of the new user’s location
Agency Type Check one: DCounty DVoluntary
Site ID:
County or Voluntary Agency Name:
Street Address:
City: State: ZIP: Phone:

Users first and last name — as shown on the form under “Important Note”

IMPORTANT NOTE: ADM users must have an existing valid email address in the GAL, associated with their Nen-Admin account
before an Admin account can be created and this request processed.

Clearly list the new ADMIN user(s) names

Last Name: First Name: Email:
Last Name: First Name: Email:
Last Name: First Name: Email:

Email address where new/existing admin's info should be sent — as shown on the form under
“Important Note”

Existing User ID(s) — this is the “reqular” accounts created on the HSEN and SVC domains.
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Group membership the admin will need —shown on the form under “Security Roles Description”
The only group on the HSEN domain that should be chosen is the LSA group.

= An LSA (Local Security Administrator) can create accounts for new users and add access
to the CONNECTIONS application.

e An LSAA (Local Security Administrative Assistant) used to be able to unlock regular user
accounts and reset passwords in WebStar. All account management — including resetting
passwords and unlocking accounts - must now be done in ARS, so this role is no longer
needed in WebStar.

= SO (Server Officer) and WO (Workstation Officer) — are not roles needed by Voluntary
Agency staff since they do not manage equipment on the NYS network.

Security Roles Description — check all boxes (groups) below that the new Admin account should be a member of

D Add to LSAs Group
Local Security Administrators (LSA) permission to provision Admin and Non-Admin accounts

LSAA Group
Local Security Assi t Administrator (LSAA) permission to reset a Non-Admin

D Add to SOs Group
Server Officer (SO) permission to log in

[] addto

ation Officer (WO) permission to administer workstations in Active Directory

Groups on the SVC domain must also be specified in the request:

e ARS Full Control Administrators - allows management of user accounts, workstations,
servers (similar to a combination of HSEN LSAs, SOs, WOs) as well as password resets

e ARS UserHelp Desk - only allows password resets

Be sure the Executive Director’s signature is complete and legible in the Authorizer Information
section of the form so ITS can confirm the request is coming from the proper person.

Authorizer Information - Person authorizing this request must be the Executive Director or the Commissioner (Electronic signatures

will NOT be accepted)
Signature:
UserlD (Domain\UserlD): Email:
Full Name (Last, First): Phone:
Title:
Address:

Once administrative and special access accounts have been created, the user will be alerted by email
(hence the need to include the correct email address).

The user may need to check their Junk email folder to be sure the incoming message has not been

inadvertently diverted.
The email will contain the two new ADM accounts.
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e Temporary passwords for each will be emailed to the user separately for security reasons.
Temporary passwords expire in 72 hours.

Unlike regular accounts, the administrative accounts on HSEN and special access accounts on SVC
MAY NOT use the same format.

e HSEN Administrative accounts typically have the format of “ADM(regular user ID)” (example,
“HSEN\ADM6972XX").

e Some existing SVC Administrative accounts may use the same format of “ADM(regular user ID)”
(example: “SVC\ADM6972XX”)

e More recently created SVC Administrative accounts use a format of “(underscore)(first initial)(last
name)” (example: “SVC\_JBuchanan”).

Reminder: HSEN Administrative accounts are ONLY used WITHIN WebStar. SVC special access
accounts are ONLY used to access and manage accounts in ARS.

Step 6 - Register your Administrative Accounts and Change Passwords on the Self-Service Portal

It is important to sign on to newly created administrative accounts as soon as you receive the new
accounts and temporary passwords as these passwords will expire within 72 hours.

To change your passwords, go the NYS ITS Password Self-Service Portal at https://password.ny.gov/.

e Use your temporary password as the current password.

e Be sure to register BOTH the administrative account and the special access account and
complete security questions for each.

Hint: While you will have four separate accounts (HSEN regular, SVC regular, HSEN administrative and
SVC special access) it is helpful when navigating in WebStar and ARS to have your administrative/special
access account passwords match your regular account passwords. You will still need to manage them
as separate accounts even if they have the same passwords.

Passwords must meet the following complexity requirements:
e Cannot contain all or part of the user’s account name
e Must be at least 8 characters long
e  Must contain characters from the following 3 categories

v English uppercase characters (A through Z)
v" English lowercase characters (a through z)
v" Numerals (0 through 9)

Note: While ITS policy allows the use of non-alphabetic characters (e.g., !, $, #, %) in passwords,
A you cannot successfully log into WebStar or ARS with a password that contains such characters. Do
not use them.

e You cannot reuse your last 13 passwords.
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e Six invalid attempts to sign on to the network will result in a locked account.

A Note: ADM passwords expire every 60 days. Regular account passwords expire every 90 days.

Step 7 — Access the NYS Landing Page via SSL-VPN

After a user has received their new HSEN and SVC administrative accounts and successfully changed the
temporary passwords on the Self-Service Password Portal site (password.ny.gov), the next step is to log

onto the SSL-VPN landing page to access WebStar and ARS.

1.

Log on to https:\\rcl.its.ny.gov\svc to reach the NYS landing page that contains links to the state

applications to which you have been given access (e.g., WebStar, ARS, Cognos). The only way to

reach these applications is via this landing page.

On the Pre Sign-In Notification page, after reading the disclaimer, click the Proceed button.

|= New York State VPN Access...

& https://rcl its.ny.gov/dana-na/auth/url_114/welcome.cgi?

S wewvork | Office of Information
=™ | Technology Services

Pre Sign-In Notification

Belonging to New York State, this system and its applications contain State, U.S., or other government data.
Access and use is limited te authorized users for authorized purposes, Actual or attempted unauthorized use

is forbidden and may be a crime carrying disciplinary, civil, administrative or criminal penalties and sanctions.

Responsible for any activity attributable to you or your user-ID upon entering this system, you are expected
to: 1) Comply with all relevant federal, state, and agency policies, laws, rules, and regulations. 2) Access
only systems and data to which you have been authorized for authorized purposes. 3) Not attach or install
unauthorized software or hardware to this network or a device connected to it. 4) Report any abuse/misuse
of this system to the ITS Customer Care Center (800-697-1323), your supervisor, or the Enterprise
Information Security Office (518-242-5200), cooperating fully in any investigation.

You have no legitimate expectation of privacy while using this system or any of its data. Any use by anyone
may be monitored and information accessed, audited, read, copied, used or disclosed by and to autherized
personnel for official purposes without additicnal prior notice to users. This notice shall not be deemed to
waive the rights of any person who may be the subject of the data in this system. Proceeding with system
legon means that you have read and accept the above terms and conditions.

- Decline

You will receive a
message that
components are
loading. This may
take a while,
depending on the
speed of your
internet
connection.

NEW YORK

Office of Information
Technology Services

Please wait...

If an error prevents the Secure Application Manager from loading properly, you can:
* Check browser compatibility
« Continue. Not all functionality may be available.

Launching Secure Application Manager. This may take from a few seconds to a couple of minutes, depending on your bandwidth.

13



4.

If you are asked if you wish to Open the Pulse
Secure Application Launcher, click the Open
button.

If you are asked if you wish to download the software,
click the Always button.

Installing software would typically be the
responsibility of the Voluntary Agency’s IT staff as
users do not generally have the administrative rights
needed to install software on their own computer.

The components should then load.

Open Pulse Secure Ap...ation Launcher?

Open Pulse Secure Application Launcher

Setup Control - Warning

Do you want to download, install, and/or execute software from the
following server?

Product Name: Secure Application Manager

Software Name: samsetupnt.exe

Server Name: rcl.its.ny.gov

Always Yes | No |

@ https://rcl its.ny.gov/dana-na/zuth/url_114/welcome.cgi?
= New York State VPN Access... 1]

S Newvork | Office of Information
“" | Technology Services

.

Loading Components...
Please wait. This may take several minutes.

® Host Checker

If an error prevents a component from loading properly, you can click here to continue. Not all functionality may be available.

On the log in page, enter the email address used when you set up your token account. This may not

be the email address your regularly use.

& https://rcl its.ny.gov/dana-na/auth/url_114/welcome.cgi?
|= New York State VPN Access

S Newvork | Office of Information
*™ | Technology Services

J

Welcome to

New York State VPN Access

Email Address: |:| Please sign in with your RSA Token account{email address) to begin your secure session.

RsAtokenpasscode: [ | goft Token users - enter Token code only
Hard Token users - enter 4-8 digit PIN & Token Code.

Enter your RSA token code.

e If you are using a hard token, you must enter the PIN you created when you activated your

token, followed by the token generated code (no spaces between).
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e Hint: New codes generate every 60 seconds. If the dots
on the left side of the fob (one for every 10 seconds)
show as almost ready to expire, wait for a new code to
generate before attempting to log in.

e Soft tokens only require entry of the generated code (no

PIN).

5. Click the Sign In button.

The landing page will
display the list of
applications for which
you have been granted
access permission.

Click on a link to access
the application.

P @& https://relits.ny.gov/dana/home/index.cgi

= Secure Access SSLVPN - H...

2

~ NEWYoRk | Office of Information

7™ | Technology Services

Welcome to the Secure Access SSL VPN, michelle.walkerS@dfa.state.ny.us.

Web Bookmarks ||

@ 1-http:/ fwww.ocfs.state.ny.us/f

1-http:/ /ocfs.state.nyenet/

& c1c

@ 1-Webstar

ARS - Active Roles Admin

@ Cognos 10 (Available until November 30th)

Cognos Analytics

Client Application Sessions |||

#% Windows Secure Application Manager

If you encounter problems logging in to the chosen site, see Section IV - Troubleshooting Log In
Issues, beginning on page 40 of this document for additional assistance.
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WebStar

WebStar is a legacy application that is slowly being phased out by ITS. Once used to create and manage
user accounts and to manage servers and workstations on NYS domains, it is now used ONLY to create
user accounts. You cannot manage user accounts or reset passwords in WebStar even though these
options still appear to be available. All user account management (provisioning and deprovisioning
accounts, moving users between groups, unlocking accounts, resetting passwords) must now be done in
the ARS system.

If you have never used your HSEN administrative account, you must first log into your

A workstation with that account to authenticate yourself on the domain. If not, your
administrative account will not allow access to your administrative functions in WebStar.
When complete, log off and log back in with your regular HSEN user account.

Reminder: Temporary passwords expire within 72 hours. If you have not logged in to your
HSEN Administrative account or changed the password, you may not be able to log in until the
password is reset.

Accessing WebStar

When logging on to WebStar, use your REGULAR account and password. DO NOT try to log on with
your HSEN administrative account (HSEN\ADM(user ID)!

The ADM account is used to access administrative functions within WebStar, but you must use your
regular HSEN account and password to log into the WebStar application itself.

Note: WebStar will not acknowledge passwords that contain non-alphabetic characters (e.g., !, S, #,
A %). If your password contains one of these characters, you will have to change your password to
successfully access WebStar.

b & https//rcl.its.ny.gov/dana/home/index.cg

1. LOg onto &> Secure Access SSLVPN - H..,
https://rcl.its.ny.gov/hsen to Newyoxk | Office of Information
reach the NYS ITS landing page. : KR SO

Welcoma to the Sacure Access SSL VPN, victoria.savard®dfa.state.ny.us.

& 1-http://www.ocfs state.ny.us/

& 1-http://ocfs.state.nyenet/

2. Click the 1-Webstar link. =
4] ARS - Active Roles Admin

M wWindows Secure Application Manager
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https://rc1.its.ny.gov/hsen

3. Use your REGULAR HSEN account and password (the
ones you use to log into CONNECTIONS) to log in to
WebStar.

This will bring you to the main WebStar page.

Windows Security

iexplore

Connecting to webstar.otda.ny.gov.
hsen\1233WwW

I:I Remember my credentials

Meare choices

oK Cancel

C Reminder: you cannot unlock accounts or reset passwords in WebStar, even though it appears

possible. These actions must now be done in ARS.
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Creating a User Account

1. Onthe main WebStar page, enter the password for your HSEN Administrative account in the Active
Directory Administration box.

2. Click the Click Here to Administer the Active Directory button.

WEBSTAR office 365

sarvice now manual faq

Before users can use the Password Self-Service s

ATTENTION: For users andlor agencies that have not been migrated over to Office 365, please
contact NY SeMail to place a Service Request in regards to your mailbox handling.

View latest Webstar/NewStar Updates
Common NewStar Documentation

CONX Voluntaries

Fulton 1850 County Route 57 Conns A
Fulton 1850 County Route 57 Users
LIBERTY-USERS v
Proxy Full New

APPLICATION Access Administration

Click Here to Administer the Active Directo

Click Here to Choose a Different Site/DC
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3. Onthe Active Directory
ADMINISTRATION Menu page,
click the Administer
USER/Mailbox button.

4, On the User Accounts Menu
page, click the CREATE
HSEN/Mailbox User button.

WEBSTAR HSEN Active Directory ADMINISTRATION Menu

Lhick Hern 1o OPEN WINDOW of NEW Standard USER Repods
Lk Hern to OPEN WINDO'W of NEY Standerd COMPUTER Reporty

You Are Permitted to Do the Activities Listed Below:

Administrator Designed Reports

Search HSEN

ADM Account Administration

[ HSEN Reports |
| HSEN Inquiries

I ADM Account Administration

User A /Mailbox A
Create, Update & Delete

i Administer USER/Mailbox

fLaptop Admini ]
Create, Update & Delete

SERVERS Only Administration
Create, Update, Delete

Dial-In Access Menu
Mountain Lake Childrens Residence (M43)

[ Administer Workstation/Laptop Account ]

Administer SERVER Account |

Dial-In Access

Standardize WEBSTAR Values for I M

in Lake Child Residence (M48) Values Menu

Job Titles, Departments, Offices

Groups Administration
Create & Update

Administer GROUPS

nyseWEBSTAR HSEN Adi

e

User A ts Menu

Authority based upon ADMCT3083's membership in:
Mountain Lake Childrens Residence

LEIS RO O HSEN Inquiries

HSEN Reports HSEN Reports

TO RESET User Password
Enter UserlD l:l
| RESET HSEN User Password | Help
UNLOCK HSEN User Account | [ unLoCK USER ACCOUNT | Help
Bulk Unlock Accounts UNLOCK ACCOUNTS Help
DISABLE HSEN User Account | | | DISABLE User Account | Help
REENABLE HSEN User Account | | | REENABLE User Account | Help
CREATE ;
HSEN User & Malloox Account | CREATE HSENMaliox User | Help

MANAGE ACCOUNT ‘

HSEN User Attributes and Mail Object | UPDATE HSENMaibox User |

[] Check Here to see ALL Possible Attributes On Next Page  Help

‘ PROXY/ZSCALER |

Setings for HSEN Users | Manage Proxy/ZScaler HSEN Settings |

‘ DEPEICS’E';'“‘A’;I':GE | [ DEPROVISION HSEN/Mailbox Object | ‘
‘ User & Mailbor £ooois | [ DELETE HSENMailbox User | Help ‘
‘ TDURLAIE Sp"g’ffe f‘s‘s"::lts | | [ UPDATE Specific Attribute | Help ‘
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5. Enter the user’s First Name, Initial
(if known) and Last Name.

6. Select the appropriate
Organizational Unit (agency
location). For some agencies, the
only OU will already be indicated.

7. Inthe Create HSEN/Mailbox
Object box, your selection will
depend on whether you wish to
create a state email address for
the user or to use an existing
agency email address.

Usar M Worksiation ey Herver Marn

Garcup Meres

M vim Mlenu

rysemal nyonatDCHYSMISBANF
nyseWebstar H3EN Create Account!

Yo Cam Crese UMHNW]MMEH
Mlizwnt abn Lake Childens o
Enter Mow Uasrs Name:

Eloti U Capital gnd Losves Coga Lefters)
First Nama:

[ndtigal; Lasi Hame;

Yosu (A DNSIC THOES) CanCreate User Accownts Only in the Following Owganizational Unig!
Like Placid 50 Riviesids Dr.

Creale HSENMailbox Cisgect
Mailbox & HSEN Account
HSEM and Custom Reciphent
HSEMN Account ONLY
Enter dotaand | Subo

e Select the radio button for “Mailbox & HSEN Account” if you wish to create an account and a
state email address (“@dfa.state.ny.us”) for the user.

Often, however, voluntary agency workers for whom a CONNECTIONS account is being set up,
already have an existing email account at their agency. Rather than create an additional state

email address, users can be set up as a “Custom Recipient” — meaning their existing agency
email address can be associated with their regular (CONNECTIONS) user account and so that the
worker doesn’t have two different email addresses to check for incoming messages.

Contact information for workers state email addresses as well as those set up as Custom
Recipients is viewable in the statewide directory known as the Global Address List (GAL),

available to all state and district workers.

If you wish to use an existing agency email address for this
user, select the radio button for, “HSEN and Custom
Recipient” and enter the user’s agency email address (e.g.,
JBrown@abbotthouse.net)

8. Click the Submit button.

Craate HSENMallbox Object
Mailbox & HSEN Account

HSEN and Cuslom Recipient

HSEN Account ONLY

Enber dats and | Submit
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9. On the resulting page, complete the Basic Information for the user:
e Address
-49 PM
. Webstar Create HSEN Account/Mailbox
b JOb Tltl € Home Server: HSEN-SMB
Mailbox will be Created in Office 365
PY Department (|f any) User Will BeCr;ﬁ;:II:ﬂ:Irl;;:zlt:ve Directory @:
User ID: Mountain Lake Childrens Residence (M48)
e Office (if agency has more Full Name: First|| initial:| |Last
P Slreel‘EO Riverside Dr. ‘
than one) " ity |Lake Placid |state[NY [zip[12946
Job Title: |Admi55ian5
. . . . Depariment: Office:
This information will appear in ot ol ‘
[ Give User a Roaming Profile (ot r ided) - - I

the Global Address List (GAL).
Once the account is created, any
updates to this information must
be made in ARS, not WebStar.

10. Enter the user’s Office Phone
Number. Do not enter additional
phone numbers (Fax, Mobile)
unless you wish these to display
in the GAL.

11. Click the Create a nyseWEBSTAR
HSEN Account for button to

O Specific Script
Home/OA Server is
HSEN-SMB

Phone Numbers

Area Code Number Ext Area Code Number
Optional Attributes
Users Personal Title I:l (Mr. Ms. etc) Full Middle Name | ‘
Employee ID l:l Employee Type:
Assistant's 1d l:l Assl's Phone: d bl H | Ext‘ |
Manager's Userld l:l Secretary's Name | ‘

Home Address: ‘ |

Division: ‘ Ocmmem:‘ |

| Create A nyseWEBSTAR HSEN Account for Erica Pealer |
NOTE: It ma take a minute to create the Account. Please Wait for the next screen tg complete

Mk e Pty ~ Y -

create the account.

12. Select “New User of this System! No
Existing Userid (Generate an ID)" to
generate a new ID number.

13. Click the SUBMIT for CREATE button.

WEBSTAR Create HSEN Account & NysEMail Mailbox

User Will Be Located In the Active Directory @:

Agencies
Mountain Lake Childrens Residence (M48)
Lake Placid 50 Riverside Dr.
AgencyCode: M45
Will Create NysEMail Object for Agency Code 'M48' in Region 4

Mountain Lake Childrens Residence/M4&

Possible Matches for Erica Pealer

New User of this System! No Existing Userid. (Gznerate an |D)
New to NT! Will Use Previously Assigned |D. (Do Not Create Your Dwn IDs!)

[IChack here to see Extendad Adfributes on next Scraen

Select one of the opticns listed or Existing UserName | SUBMIT for CREATE

Possible Existing HSEN Accounts for this Person:

No Matching Accounts found for Organizational Unit: /OUJ=Agencies
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A confirmation page will
display, showing the
temporary password and
a new account number.

THE TEMPORARY
PASSWORD WILL EXPIRE
IN 72 HOURS.

PRINT THIS PAGE so you
can pass this
information on to the
user.

2/12/2020 3:30:45 PM

HSEN Account & NYSeMail Creation Results

Creating HSEN\TZ9095 @ Lake Placid 50 Riverside Dr. Users
Mountain Lake Childrens Residence/M48
!

Creating User for Mountain Lake Childrens Residence (M48)

Results of Setting Password Value for HSEN (DC S179PW5HSENDC)/TZ9095 are listed below:

HSEN/TZ9095 Password ldeated: Nonloser35$

Created Mailbox on 2/12/2020 @ 3:30:46 PM by ADMCT3083

DisplayName will be: Pealer, Erica (DFA)

Region 4
Users Address Book will be DFA4 (Albany & Long Island Region)

Account HSEN/TZ9095 Created For Erica Pealer!

Account Added to Group 'Lake Placid 50 Riverside Dr. Users'l
Found 'Proxy Blocked New' group.
Account Added to "Proxy Blocked New’ Group

Will Create a Home Directory for TZ9095 on Server HSEN-SMB

Display Name: Pealer, Erica (DFA4-M438)

Results of Creating NY SeMail Mailbox for Erica Pealer (TZ9095) listed below:

NyseMail Email address is Erica.Pealer@dfa.state.ny.us

Action Audited Successfully

Please wait 5 minutes until the user's Home Directory becomes available

HINT: Since workers may not be able to reset a password within the 72-hour limit, some LSAs do not

give the temporary password to their workers. Rather, after the account is created, they go into

ARS and reset to a password that will not expire for 90 days. Users can then reset again, but without
the time deadline of 72 hours.

NOTE: While this acknowledgement says the account has been created on the
HSEN domain, it has actually been created on the SVC domain. When a
domain is called for, users should sign in as “SVC\(UserID)”.
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Adding CONNECTIONS Application Access

Creating the account in WebStar is only the first step in establishing user access to CONNECTIONS. Once

the user account has been created, a second step, granting access to the CONNECTIONS application,

must also be completed. This step is done in WebStar through the Application Access menu. An
overnight batch is required to process the request, meaning the account will not display in

CONNECTIONS until the following day.

1. Navigate to the
Application menu either
through the link on the

Action Audited Successfully

Please wait 5 minutes until the user's Home Directory becomes available

page where you created
the account or by logging
in from the main
WebStar menu to the
Active Directory

Administration of Applications for this user

Enter the Password of your(security administrator's) Regular Account

Click here to administer Applications for this user

Administration page.

2. Logon by entering the

Your user account [1233WW] is a member of the following 11 groups
CONX Voluntaries
Fulton 1850 County Route 57 Conns A
Fulton 1850 County Route 57 Users
LIBERTY-USERS v
Proxy Full New

password for your

You are permitted to perform the activities listed below:

REGULAR HSEN account.

Please enter your password for your regular account

APPLICATION Access Administration

Administer 3 APPLICATION Access
Add/Update/Remove

Click the Click here to administer Applications for this User button.
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WEBSTAR office 365

4. On the resulting window,
click the
CONNECECTIONS
Application button.

Mountain Lake Childrens Residence

Lake Placid...386 River Road (M48 1C5 001
. . . . Lake Placid...50 Riverside Drive (M48 1D5 001)
5. Select the Organizational Unit to which

this user will be assigned.

6. A page displays alerting you that the user has been successfully added to CONNECTIONS and that
the process requires an overnight batch.
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The new user will appear in CONNECTIONS the next day as a member of a temporary “Conversion Unit”,

(typically named NO1). There are additional steps that must be completed in CONNECTIONS to ready
the account for use, which must be done by the agency’s CONNECTIONS Security Coordinator.

See the Tip Sheet Adding a User to CONNECTIONS, (Appendix A) for the specific
steps necessary in CONNECTIONS.
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The ARS (Active Roles Administration) Application

ARS is a web-based interface with the Active Directory. This new system will eventually replace WebStar
completely. Tasks that were previously done in WebStar (resetting passwords, provisioning and
deprovisioning accounts, etc.) have been transitioning to ARS. Currently, WebStar is only to be used to
create new accounts and mailboxes and to grant CONNECTIONS application access. ALL OTHER
ACCOUNT RELATED ACTIVITIES MUST BE DONE IN ARS.

c Note: Before logging into ARS, you should first close any open windows WebStar related

windows.

Accessing ARS

e

@ https//rcl.its.ny.gov/dana/home/index.cgi

= Secure Access SSLVPN - H...

NewYoRK | Office of Information
Technology Services

1. Navigate to the SSL-VPN landing
page at
https:\\rcl.its.ny.gov\svc.

2. Click on the ARS — Active Roles
Admin link.

Welcome to the Sacure Access SSL VPN, victoria.savard®dfa.state.ny.us.

o
& 1-http://www.ocfs state.ny.us/
1@ 1-http://ocfs.state.nyenet/
& cic

&l 1-webstar

[ ans - active rotes admin |

£ Windows Secure Application Manager

This site is not secure
3. If you get this This might mean that someone’s trying to fool you or steal any info you send to the server. You should
certificate close this site immediately.
warning, click @ Close this tab
“More ) ,
. . « More information
information”,
then “Go on to Your PC doesn’t trust this website’'s security certificate.
”
the Webpage”. Error Code: DLG_FLAGS_INVALID_CA
& Go on to the webpage (not recommended)
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For this warning,

click the Continue i

bUtton . The page you are trying to access comes from a server with the following certificate problems:

untrustworthy,

e The certificate was not issued by a trusted certificate authority

Don't warn me about problems with this server’'s certificate

You may choose to continue on to the page. Your browsing will be secure, but the identity of the web server may be

4. Asyour Username, enter your SVC
administrative account — e.g.,
SVC\ADM _(firstinitial)(lastname) or
SVC\ADM(UserID)

5. Enter the password for your SVC

administrative account.

Authentication Required
The web page you are trying to access requires additional authentication.
Please enter your username and password for this web page.

Site: ars.svc.ny.gov:443
Realm: realm="ars.svc.ny.gov"

I Continue || Cancel |

Note: Some users have experienced errors when logging in. If you run into issues, you may need to use
a different browser such as Chrome instead of Internet Explorer or vice versa.
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Navigating within ARS

To quickly locate a single user account for your agency, enter the user’s name in the Search field in the
Title Bar of the main page.

@)NE | DE NT | TY ‘ActiveRoles

To locate a list of users or groups, use the following steps:

1. Onthe ARS home page, select one of the two Directory Management links.

@)NE | DE N T | TY ‘Active Roles

¥ What's new

@ Home
- o E What's new Directory Management
Directory

Management
08/05/2019 CHG0245251 We are removing some Manage directory data, such as users and groups.
Q Search superfluous options from user objects under the The scope of your authority depends upon
account tab. permissions you are granted by high-level
Approval administrators.
£ Settings
I » @ Help

m Settings Approval

View or modify your personal settings that control Perform the tasks relating to approval of
the display of the Web Interface. You can choose the administrative operations. The scope of your
language and change the look of the pages. responsibilities depends upon your role in the

approval workflow processes.

@)NE | DE N T | TY ‘Active Roles

2. Click on the tabs to navigate from “Views” to

“Tree”. <
Views Tree
¥ What's new
& H = Synchronize & Refresh
3. Within the Tree view of Directory ome o
. . A Active Directory
Management, select Managed Units. &t Directory
» &» Azure Configuration
. . . .. Management
The list of units which you can administer g &y AD LDS (ADAM)
i Search
should appear to the right. Q R
M A |
< pprova » [ Workflow
£ Settings
I » @ Help
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4. Select Voluntaries, then your Agency name.

(2 Secure Access SSL VPN - Home | View Contents - Active Role... X | |_|

©)N E | D E N T | TY ‘Active Roles

<
Views Tree ﬁ Active [

= Synchronize & Refresh
# Home =  Filter

=] Active Directo
i%  Directory e

» & Azure Configuration

¥ What's new

O Name

Management B
h-'ij AD LDS (ADAM)
Q Search
v B3 Managed Units
M Approval
& Aop + B3 NYS Agencies
£ Settings » |83 Counties
» @ Help v & Voluntaries

» ® Liberty Resources (IMK)

» ® _Multi-Agency
» W All Service Accounts
» W Restricted Computers

» B8 Workflow

Note: The breadcrumbs which display at the top of the page - and may look like the image below
(“Active Directory / svc.ny.gov / NYS Agencies”), will not function. An error will be displayed if trying to
navigate using any of the breadcrumbs that start with “Active Directory”.

Active Directory ' svc.ny.gov | NYS Agencies

Breadcrumbs that begin with “Managed Units”, such as “Managed Units / NYS Agencies”, are functional
at this time.

Managed Units NYS Agencies
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r"'} Liberty Resources (IMK) (objects found: 3)

=  Filter

5. Click the Users link to display

T
all the user accounts for C Name ype
your agency. O @ Computers Organizational Unit
O [&& Groups Organizational Unit
O [@ Users Organizational Unit
.. . T g . D . |:|:;..;:| e
e Accounts that have been deprovisioned (disabled) will display with a L
red circle/slash on the icon by the person’s name. 2
_ . O &e Cuads
e Anorange user icon means the account is locked.
&
0 & Dale, b
] ,
U = Deery

7. Select a user by clicking on their name.
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Password Resets in ARS

To reset a user’s password, select the user and click the Reset

. n
Password link to the right. ~ & Walker, Michelle (DFA)

Reset Password

1. Manually enter and confirm a password for the user or select
the Generate button to allow ARS to randomly generate a Deprovision
complex password for the user.

Move
“ »
2. Select “User must change password at next logon”. Rename
e Do not select the “Password Never Expires” checkbox. Member Of
Per best security practices and ITS policy, passwords on
regular accounts must be reset at least every 90 days. Change History

Entitlement Profile

User Activity

3. Select Finish at the bottom of the window.

Reset Password

& DTA User102
|
Active Directory ADMIg.Local Agency Objects DTA Users
2VZ9QZ4M

Confirm password:

i Generate Clear  Spell out

Account options:

[ User must change password at next logon
User cannot change password

Password never expires

Account is locked out

To complete, click Finish.

4. ARS will display a confirmation at the top of the page if
the password reset operation completed successfully.

o The operation is successfully completed.
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Administrative Password Resets in ARS

If an Administrator’s account is locked, there will be a check in the box "Account is locked out".

If the account’s password has expired, the box to uncheck will not display, but the message "No Expiry
(Must Change)" will display in the box under "Password Expires". This message means the Administrator
must go to the https://password.ny.gov website to reset it. If they are unable to reset the password
at password.ny.gov, they will need to call the Service Desk for assistance at 1-844-891-1786.

General Properties

User logon name: @

A admCT9192 @HSEN
* User logon name (pre-Windows 2000): €
Telephones SVC\ admCT9192

Agency Identifier:

Account is locked out

Account expires:

@ Mever
Published Certficates End of
o 5/2/2020

Password Expires:

7/1/2020, 3:43:51 PM

In 89 days

Workers Who Leave: Deprovisioning Accounts in ARS

When a worker leaves the agency either permanently or on an extended temporary leave (e.g., medical,
maternity, family, etc.), their account should be “Deprovisioned” in ARS.

Deprovisioning encompasses the two account actions that were formerly known in WebStar as “Delete”
and “Disable”. These actions can no longer be done in WebStar. All account management must now
be done in ARS.

Deprovisioning an account in ARS will:

e disable the user account, removing access to CONNECTIONS and the Data Warehouse
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remove the user from any associated groups

disable the user’s email account if they have a state (“@dfa.state.ny.us”) email account. Custom
Recipient email accounts are unaffected since they are based on the user’s agency email
address.

If done for an LSA account, remove the LSA’s ability to reach WebStar (since you log in with your
regular account).

Email Management

The type of email account a user has will determine how it is affected by deprovisioning.

Users with a state (“@dfa.state.ny.us”) email address will have their accounts go "stale" after 30
days of inactivity. the account is moved to the stale mailbox list. If the inactivity last 60 days, the
mailbox will be deprovisioned and removed from the Global Address List (GAL). After 90 days of
inactivity, the mailbox is deleted and is no longer recoverable. To prevent this, an "extended
leave request" may be entered into the ITSM by your CONNECTIONS Implementation Team
member (as VA users do not have access to the ITSM system).

Db

Supporting

Custom Recipient users, who receive email through an agency email address (e.g.,
Janet.Brown@cayugacenters.org) will not have their email accounts affected by the
deprovisioning of their user account.

RSA tokens are unaffected by the deprovisioning of a Custom Recipient email address, even
though a state email address may be used as the primary user name when logging in to the SSL-
VPN site.

Extended leave for the LSA Administrator

Ideally, if the person going on extended leave is the person with WebStar and ARS access, the agency
would have a back-up LSA who can deprovision the necessary accounts and perform account creation or
management duties in their absence. If there is no back-up, however, your CONNECTIONS
Implementation Team Member can submit the request through ITSM to deprovision the LSA accounts.
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An agency LSA cannot reprovision the LSA administrative accounts for another LSA at their agency,
however. Reprovisioning must be done by ITS and will require a request done by your CONNECTIONS
Implementation team member on behalf of the agency user through the ITSM system.

A reminder about RSA tokens:

e Token passwords expire yearly and must be reset to keep the token functional.

e If a worker is going to be on an extended temporary leave, they should check to see when their
token expires and consider resetting it if it will expire during the course of their leave.

e Token passwords must be reset by the holder of the token; they cannot be rest by the LAN
Administrator. Tokens and their passwords are not affected when an associated account is
deprovisioned.

To deprovision an account:

1. Do asearch or locate the user by following the steps above Reset Password
under “Navigating within ARS".

2. Check the checkbox(s) for the user(s) you wish to deprovision.
(More than one user account can be deprovisioned at a time).

3. Select the Deprovision link to the right. Rename

4. Click the Save button.

Because of transitioning activities between WebStar and ARS, the
list of users you see for your agency may include those end-dated Change History

in the past. These workers can again be deprovisioned in ARS.

Re-Enabling (Reprovisioning) an Account

When a user returns from an absence, their account can again be reprovisioned.

1. Do asearch or follow the steps above under “Navigating within ARS” to locate the user.

2. Click the checkbox next to the user’s name and select the Re-Enable with Groups link to the right.

This will add the user back to all the groups of which they were previously a member.
3. Click the Save button.

Note: If the LSA’s account was deprovisioned, the request to reprovision will need to be submitted in

ITSM by your CONNECTIONS Implementation Team Member. Voluntary Agency LSAs cannot reprovision

another LSA’s account.
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Unlocking an Account

If a user attempts to log in with the wrong password three (3) times, their account will lock.

Administrators can unlock the account for the user in ARS.
A User accounts can no longer be unlocked in WebStar.

1. Do asearch or follow the steps above under “Navigating within ARS”
to locate the user.

2. Click the checkbox next to the user’s name and select the General
Properties link to the right.

General Agency Identifier: € HS/OCFS/ADONLY/

Address Account options:

B User cannot change password
elephones

Password never expires
Organization

Store password using reversible encryption

Profile
¥ Accountis disabled
Managed by
Smart card is required for interactive logon
Picture

Account is trusted for delegation

Published Certificates
Account is sensitive and cannot be delegated
Use DES encryption types for this account

Request ID : -
Do not require Kerberos pre-authentication

Account is locked out

Account expires:
Never

End of

5/14/2019

Password Expires:

Reset Password
Deprovision
Move

Rename

Member Of
Change History
Entitlement Profile

User Activity

General Properties

Managed Resources
Terminal Services Properties

Dial-in Properties

User must change password at next logon
o : 3

Click the Account link in the
left navigation pane.

Uncheck the Account is
locked out checkbox.

Click the Save button.
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Managing Group Membership in ARS

initi All ITS Users
Users are |n|t|aIIy. added to | CONX Voluntaries "
groups when their accounts are |Proxy Admins
. |Watertown 1704-1760 State Street Cottage 4 Conns W
created in WebStar. |Watertown 1704-1760 State Street Cottage 4 Users |

Your user account [M37429] is a member of the following 7 groups

After the user account is created, any further group additions must be done in ARS.

In ARS, Voluntary Agency workers should be members of the following groups:

CONX Voluntaries

(Site ID)-AllUsers the Site ID is actually the Agency code — example Abbott House is P10
VLNTRY-CONX Voluntaries

VLNTRY-Vol.shp.all.users

VLNTRY-Site address

Any specialty access like ReportNet or SSL-VPN access

If the CONX Voluntaries group is missing:
1. Click the Add button
2. Enter “CONX“ in the Search field
3. Click Enter
4. Once propagated, select the option available and click the Save button
Sometimes the “CONX Voluntaries” option is not available when searching. This may indicate that the

CONX Voluntaries group has not been added to the correct Organizational Unit (OU). If this is the case,
try using “CONX Counties” instead.

Users can be added to groups by either (1) locating the group and adding the user as a member or (2)
locating a user and adding them to a group.

To locate a group:

1. From the main ARS page, select one of the two Directory Management links.
2. Click on the tabs to navigate from “Views” to “Tree”.

3. Within the Tree view of Directory Management, select Managed Units.

4. Select Voluntaries, then your Agency name.

5. Click on the Groups link to display those for which you have been designated as Manager.
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T | T Y |.~'ucr.iue Roles

Wiews Tree

= Synchronize £* Refresh

@ Liberty Resources (IMK) (objects found: 3)

&% VLNTRY-Norwich 26 Conkey Avenue U.. Group
&% VLNTRY-Oneida 218 Liberty Street Users  Group

&% VLNTRY-Syracuse 1065 James St Users  Group

MNorwich 26 Conkey Avenue Users
Oneida 218 Liberty Street Users

Syracuse 1065 James St Users

= Filér
B Active Directory
a
¥ O Arire Conliguration O MName T)‘Dt
By AD LDS [ADAM] 0 & computers Organizational Linit
» [B Managed Units 0 & Groups Qrganizational Linit
= 8 NYS Agencies O & users Organizational Unit
® h Counties
» B3 Voluntaries
S Liberty Resources (IMK)
* 'E- Multi-Agency
>
&) Groups (objects found: 11) ~ 3 Groups
Search under this container
= Fifter New Agency Group
O Name - Type Description Properties
N . )
O 25 IMK-AllUsers Group IMK Dynamic group with All the Agency U... » View Contents
O &% VLNTRY-Cortland 60 Central Ave. Users ~ Group Cortland 60 Central Ave. Users
O & VINTRY-Fulton 1850 County Route 57...  Group Fulton 1850 County Route 57 Users
a g':' VLNTRY-Liberty Resources LSAs Group Liberty Resources LSAs
O 2% VLNTRY-Liberty Resources NAU Group Liberty Resources NAU
O & VLNTRY-Liberty Resources 505 Group Liberty Resources 50s
O & VLNTRY-Liberty Resources Users Group Liberty Resources Users
O &% VLNTRY-Liberty Resources WOs Group Liberty Resources WOs
a
a
a

NOTE: If no groups are displayed, or if you are listed as a Secondary Owner, place a check mark in
the box at the bottom of the screen labeled “Show resources owned through secondary or

inherited ownership”.

i} Show resources owned through secondary or inherited ownership

There are two ways to view and modify the members of the groups:

1. Clicking on the name of the group, or

2. Placing a check mark next to the name of the group and clicking on the Members link on the far-

right side of the page.

37



£ Groups (objects found: 11)

= Fifter
. s Deprovision
O Name Type Description R
Move
IMK Dynamic group with All the Agency U...
Copy

(w]

O

O 2% VLNTRY-Liberty Resources NAU

» IMK-AllUsers

O &% VLNTRY-Cortland 60 Central Ave. Users ~ Group
(4 VLNTRY-Fulton 1850 County Route 57...  Group Fulton 1850 County Route 57 Users : )
Change History
Liberty Resources LSAs

8% VLNTRY-Liberty Resources LSAs

~ & VLNTRY-Fulton 1850 County Route 57 Users

- ¥ Member Of

Group
Cortland 60 Central Ave. Users
Rename

Group
General Properties

Group Liberty Resources NAU

After using either path, the membership list of the group should now display.

To add a user to the group:

1. After locating the group, click the Add button.

gﬁ VLNTRY-Fulton 1850 County Route 57 Users (objects found: 16)

= Filter

Members (16, including pending members)

Description

0O Name - Type
Updated on 5/12/2015 @ 8:56:55 AM by A...

o Barnes, Karla (DFA) (ax9362@ext.ny.gov) User

Created MailEnabled on 10/8/2019 @ 1:5...

User

] Bresette, Daniel (DFA) (TC1336@ext.ny...

2. Search for the user to be added by either entering a portion of the user’s name in the Search
field or leaving the Search field blank to search for everything.

Click the Magnifying Glass button to conduct the search.

Select Object (objects found: 2)

Search in: svc.ny.gov - n v

Description

= carini

O Name = Type
No recent login

O & Carini, Caroline (DOH) User

& Carini, Donna (DFA)

3. Check the checkbox next to the user’s name.

4. Click the OK button in the lower right.
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To remove a member from a group:

1. Navigate to the member list for the
group.

2. Click the checkbox next to the user’s
name.

3. Click the Remove button.

4. Clock the OK button.

=  Filter

Members (17, including pending members)

Temporary Access...

Name Type

Barnes, Karla (DFA) (ax9362@ext.ny.gov) User

00O 0 g

[ ]

(]

& Bresette, Daniel (DFA) (TC1336@ext.ny... User
& Brown, Megan (DFA) (TZ9428@ext.ny.g... User

& Carini, Donna (DFA) (Donna.Carini@hs

39



Troubleshooting Log on and Other Issues

There are several areas that have presented challenges to users attempting to access the SSL-VPN
landing page, WebStar and ARS. Below are some of the problems encountered and potential solutions.

Note: You should not have multiple browser windows open when accessing either security
A application from the SSL-VPN landing page as this can cause corruptions. Please make sure

that after using WebStar you close the application before accessing ARS as different
credentials are required for each of these landing page links.

Pulse Secure

e |norder to reach the SSL-VPN Landing page where the links to WebStar and ARS are located, the

user’s device must have the correct version of the Pulse Secure application installed.

e Pulse Secure works best with Internet Explorer as the browser.

e There are known issues with older version of Pulse Secure and Windows 10. If you repeatedly have
access issues Your CONNETIONS Implementation Team member can assist you in putting in a ticket
through the ITSM system to have a newer version of Pulse Secure deployed.

O s

If you receive a “Page Cannot be
Displayed” or “Can’t Reach this
Page” error when attempting to
reach the NYS landing page,
there is likely a problem with
your Pulse Secure application.

https://hiservices.its.ny.gov/ibmcognos/

* Make sure the web address https://biservices.its.ny.gov is correct
* Search for this site on Bing

* Refresh the page

= More information

Fix connection problems

Typically, installing the correct version of the
software would be the responsibility of the
Voluntary Agency’s IT department as users do not
generally have the administrative rights needed
to install software on their own computer and
may receive an error stating “You do not have the
proper privileges to install the application”.

{ \ | You do not have the proper privileges to install the
\ application.

0K
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To check for the Pulse Secure icon, check for the symbol in the lower right tray
of your computer screen. You may have to the click the carat () to display the
icon.

o If the Pulse Client icon is greyed out and shows a status of “Disconnected”, the solution will be for
the agency’s IT staff to uninstall all Pulse Secure related software and reinstall it.

It is a good idea to do a shutdown and manual restart after the un-install rather than a reboot. A
reboot doesn’t always allow all the components to stop completely and may corrupt the re-install
again.

Once Pulse Secure is successfully installed you should get a credential window login prompt when access
WebStar or ARS.

e If you do not get a prompt for credentials and the Pulse
Client is blue with a status of “Connected”, the agency
has a firewall policy blocking webstar.otda.ny.gov. 12:07 PM

1/24/2020

T )

If the firewall policy is the issue, the agency’s IT staff will need to create a rule to allow bi-directional
traffic to the following IP addresses:
170.123.7.249 10.108.50.169 10.70.160.9 10.70.176.9

e Sometimes, the user’s CONNECTIONS profile Q SECUFE
corrupts during the instillation of the Pulse Secure
app, resulting in a “Connection Failed — manual File Help

H ”
override” error message. ——
Connection
Failed - manual override o

Pulse Secure X

Error 1110: Unable to communicate with the server.

The server can't respond to Pulse Secure networking
requests. This could be due to the server being down,
or connecting to a server that's not a Pulse Secure
senver. Ifthis condition persists, please contact your
administrator.

—_—— © 2010-2012 by Pulze Secure, LLC
oK All rights reserved Llase
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To remedy this

S Pulse Secure

File Help

1. Right click on the failure message.

artior

Connect

2. Select the Edit option.

Remove Override (return to automatic
Advanced Connection Details...

Delete

Forget Saved Settings
Add

right click on
the failed

Allfighty connection

-X
S Pulse Secure
3. Inthe Name field, enter SA(rcl.its.ny.gov/svc). e
’ Edit Connection X
Type:

Policy Secure (UAC) or Connect Secure (VPN)

Name:

ISA (rc1.its.ny.govisvc)

4. Update the Server URL to rcl.its.ny.gov/svc.

Server URL: update the
connection

rcl.its.ny.govisvc, name and

URL as
shown here,
| Connect Save then click

save

5. Click the Save buton.

© 2010-2019 by Pulse Secure, LLC
All rights reserved

o If the user gets a prompt for credentials but receives a message that their credentials are invalid,
this indicates that the host checker only runs via the web browser and the credentials cannot be
validated.
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Unless otherwise directed users should NOT login via the Pulse client but should use their web
browser (Internet Explorer or Chrome) and login to https://rcl.its.ny.gov/svc.

f Newvork | Office of Information
™ | Technology Services

S Pulse Secure

Connect to: SA (rc1.its.ny.gov/sve)

@ Credentials were invalid. Please fry again.

User Name,

PU2B48@extny.gov 1

Please enter your passcode

Connect

Or, if you still believe that u can Try Again to find it.

1 you do not want to procesd, plasse click hers to go back,

You Are Not Allowed to Sign In Error

You are not allowed to sign in. Please contact your administrator.

NewYoRK | Office of Information
Technology Services

Welcome to

This error YS ITS SSLVPN Access
message may
have one Of You are not allowed to sign in. Please contact your administrator.

Email Address: l:l Please sign in with your RSA Token account(email address) to begin your secure ses
Reatokenpasscade: [ | goft Token users - enter Token code only
Hard Token users - enter 4-8 digit PIN & Token Code.
-Sign In

several causes:

e The user account has not been added as a member of the cfs.grp.Connections.SSL.VPN group

If this is the cause, a Service Request must be opened with the Helpdesk to add the user to this
group.

e The user does not have a token, or the token may not be setup correctly.
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https://rc1.its.ny.gov/svc

Have the user login to https://mytoken.ny.gov with the email address they used when they set up
their token (NOT their CONNECTIONS ID) and password. Verify that their security questions are set
up correctly. See Token instructions on pages 6-8 of this guide for more information.

e The user’s account may have been deprovisioned. This can happen to new users as the temporary
password expires within 72 hours of it being issued.

The agency’s LAN Administrator can check in ARS to see the user’s account status. If it is the LAN
Admin’s account in question, a Service Request must be opened with the Helpdesk.

o The useris attempting to use a non-windows device such as a Mac or Android.

Reminder: Android devices should never be used to access CONNECTIONS as they do not allow a
complete sign off. Hanging sessions prevent the user from logging in again.

You Do Not Have Permission to Login Error

You do not have permission to login. Please contact your administrator.

This error can result when:

e The user may have entered an
incorrect PIN or token code.

If so, verify and enter correct
pin/token code.
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https://mytoken.ny.gov/

Could Not Retrieve Your User Record Error (WebStar and/or ARS links are greyed out)

There is no
explanation for
why these links

C A Not secure | rcl.cio.ny.gov/dana/home/index.cg

WYoRK | Office of Information
*™ | Technology Services

grey out
sometimes.
@ Could not retrieve your user record. Click Refresh to try again. E=fresh
They may appear
Welcome to the Secure Access SSL VPN, mj7420@ext.ny.gov.
greyed out when
using Chrome as a Web Bookmarks ||
browser but not @ 1-http://www.ocfs.state.ny.us/
with Internet @ 1-http://ocfs.state.nyenet/
Explorer or vice GIC
versa. 1-Webstar
@ ARS - Active Roles Admin
Desplte their @ Cognos 10 (Available until November 30th)

appearance, the
links still have an

active connection ||

#% Windows Secure Application Manager

@ Cognos Analytics

and work.

Invalid Username or Password Error Message

Welcome to

New York State VPN Access

Invalid username or password. Please re-enter your user information.
Email Address: l:l Please sign in with your RSA Token account(email address) to begin your secure session.

RSAtokenpasscode: | | goft Token users - enter Token code only
Hard Token users - enter 4-8 digit PIN & Token Code.

This occurs when the user is attempting to log in with the wrong credentials.

e The Email Address should be the email address used when you set up your token account. This may
not be the email address your regularly use. The format may be something like the following:

userid@ext.ny.gov userid@hsen.ny.gov
userid@dfa.state.ny.us Firstname.Lasthame@hsen.ny.gov
Firstname.lastname@dfa.state.ny.us Firstname.Lastname@ext.ny.gov

45


mailto:userid@ext.ny.gov
mailto:userid@dfa.state.ny.us
mailto:Firstname.lastname@dfa.state.ny.us
mailto:userid@hsen.ny.gov
mailto:Firstname.Lastname@hsen.ny.gov
mailto:Firstname.Lastname@ext.ny.gov

For the RSA token passcode,

o If you are using a hard token, you must enter the PIN you created when you activated your
token, followed by the token generated code (no spaces between).

o Soft tokens only require entry of the generated code (no PIN).

If you get a message that the token passcode is not correct, verify that you are using the correct pin
to generate a token code. One of the flaws with a soft token is that even if your pin is not 1234 and
you enter it, it will generate a token which will not validate against the RSA token database as a vaild
passcode.

HTTP Error 401.1 — Unauthorized Error Page

HTTP Error 401.1 - Unauthorized

You do not have permission to view this directory or page using the credentials that you supplied.

Most likely causes:

s The username supplied to IIS is invalid.

» The password supplied to IIS was not typed correctly.

» Incorrect credentials were cached by the browser.

» IIS could not verify the identity of the username and password provided.

» The resource is configured for Anonymous authentication, but the configured anonymous account either has an invalid password or was disabled.
s The server is configured to deny login privileges to the authenticating user or the group in which the user is a member.

« Invalid Kerberos configuration may be the cause if all of the following are true:

- Integrated authentication was used.
= the application pool identity is a custom account.
- the server is a member of a domain.

Things you can try:

s Verify that the username and password are correct, and are not cached by the browser.

» Use a different username and password.

« If you are using a custom anonymous account, verify that the password has not expired.

Verify that the authenticating user or the user's group, has not been denied login access to the server.

Verify that the account was not locked out due to numerous failed login attempts.

If you are using authentication and the server is a member of a domain, verify that you have configured the application pool identity using the utility SETSPN.exe, or changed the configuration
50 that NTLM is the favored authentication type.

» Create a tracing rule to track failed requests for this HTTP status code. For more information about creating a tracing rule for failed requests, click here.

Detailed Error Information:

Module  WindowsAuthenticationModule Requested URL https://webstar.otda.ny.gov:443/
Notification  AuthenticateRequest Physical Path C:\inetpub\wwwroot\WEBSTAR_2018
Handler  StaticFile Logon Method Not yet determined
Error Code  0xc000006d Logon User Not yet determined

More Information:
This error occurs when either the username or password supplied to IIS is invalid, or when IIS cannot use the username and password to authenticate the user.

This error results when the user is attempting to log into Webstar.otda.ny.gov with the wrong
format/credentials.

You must log into WebStar with your regular HSEN account (HSEN\userID) and the password you use to
access CONNECTIONS. The HSEN administrative account is ONLY used within WebStar.
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Site Can’t be Reached or Can’t Reach this Page

These are examples of Windows 10 based
errors that display when the browser cannot
resolve the IP address for the WebStar URL.

When Windows is updated to version 1901 and

higher, their version of the Pulse client gets
broken - and so does access to WebStar.

Hmmm...can't reach this page
0 Try this

+ Make sure you've got the right web
address: https://webstar.otda.ny.gov

+ Search for "https://webstar.otda.ny.gov” on
Bing

+ Refresh the page

Details

B

This site can‘t be reached

webstar.otda.ny.gov

Try rui

ITS has been moving the user off the old
instance of the client and on to the new one to
remedy this.

ITS is planning an update to the SSL-VPN
software that will resolve this issue in the near
future.

In the meantime, users should open a ticket with the Helpdesk and request that it be sent to the

WebStar team.

This Site is Not Secure/Problem with Website’s Security Certificate Error

This site is not secure

close this site immediately.

This might mean that someone’s trying to fool you or steal any info you send to the server. You should

& Close this tab @ nitps

webstar.otda.ny.gov/

& Certificate Error: Navigation Blocked - Internet Explorer o8 X

@ More information

a] There is a problem with this website’s security certificate.
N

@ autodiscover.liberty-resources.org
@

Information you exchange with this site cannot be viewed
or changed by others. However, there is a problem with
the site’s security certificate.

X The security certificate was issued by a company you have
not chosen to trust. View the certificate to determine
whether you want to trust the certifying authority.

+/ The security certificate date is valid.
+/ The security certificate has a valid name,

Do you want to proceed?

Yes No View Certificate...

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the

server.

We recommend tl
@ Click here to cid

W Continue to thig

@ More inform

Windows Security e

Connecting to webstar.otda.ny.gov.

= [Username |

| [ Password |
I Domain: SIE

[*] Remember my credentials

47




WebStar and ARS have a security certificate that was
issued internally by NYS-ITS. This error results when the
user’s workstation is not able to read that certificate via
SSL-VPN. This is not actually a security risk.

The IT department of a Voluntary agency can open an
incident through the ITS Helpdesk to request the WebStar
certificates and install them locally. If your agency has
many pc’s, the certificate will have to be deployed by group

policy.

However, this error does not prevent a user from getting
to and using WebStar or ARS.

1. Click the More

Information link.

2. Click the Goon
to the webpage
link.

Pulse Application Launcher - Security Warning

Connecting to : rcl.its.ny.gov

ﬁ} There is a problem with site’s security certificate

o The cestificate is not trusted
(V] The cettificate date is vakd
° The name on the certificate is valid

[T Save settings

Do you want to proceed ?

Yes | No

View Cettificate

This site is not secure

This might mean that somecne’s trying to fool you or steal any info you send to the server. You should

close this site immediately.

¥ Close this tab

@ More information

Your PC doesn't trust this website's security certificate.

Error Code: DLG_FLAGS_INVALID_CA

W Go on to the webpage (not recommended)

The Active Directory Administration Fields Do Not Display in WebStar

If you can successfully reach the main WebStar page, but the Active Directory Administration log on
fields do not display, there is a problem with your HSEN Administrative Account. It may have been
deprovisioned, or not correctly formatted when it was set up.

This field does not appear in the space below —

—

-

Webstar will use your ADM account [CT3083] for AD administration
**If you encounter any problems, please contact the heip Desi**
Click Here for HELP WITH WEBSTAR

Select one administrative unit from the list below
Mountain Lake Childrens Residence LSAs
Mountain Lake Childrens Residence WOs

Please enter your password for your ADM account:

Click Here to Administer the Active Directory

Your user account [CT7169] is a member of the following 5 gr

Auburn 17 East Genesee St. Conns
Auburn 17 East Genesee St. Users
CONX Voluntanies

Proxy Blocked New
vol.shp.all.users

“1

You are currently connected to domain controller [DCS179PWSHSENDC] located at site [CNSE] in domain [HSEN].
Click Here to Choose a Different Site/DC

NOTE:
Changing your Site/DC is an advanced feature and should
only be used by advanced users.
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You will need to contact the Helpdesk open a Service Request (incident) to see if your account is still
active and/or set up correctly.

You Do Not Have Local Security Administrator (LSA) Permissions (WebStar)

WEBSTAR Ofﬁ(e 365 swrvice now manual faq

Authentication 2122020 2.09:08 PM

Error: You do not have Local Security Administrative (LSA) permissions.
Please contact the enterprise Help Desk at 1(500)-697-1321,

This error typically happens when a new LSA account is created and/or reprovisioned and the user has
not been correctly added to the right WebStar LSA group(s).

Since this is an HSEN group specific to WebStar, it will not be reflected in the user’s group memberships
as shown in ARS.

You will need to open a Service Request (incident) with the Helpdesk to get this resolved.
Request that the Zone Team access whether or not user is in the correct LSA groups. If the Zone Team is
unable to confirm this, request that the ticket be escalated to the WebStar group.

You (ADM1233WW) are in the following 10 groups:
A

The correct group will be “Agency name (sometimes Liberty Resources LSAs
with a site address) LSAs” iberty Resources S0s 5/

| |

WebStar Error 8007085a

This error occurs when your administrative (ADM) account password has expired and needs to be reset.

WEBSTAR Offlce 365 service now manual faq

Main Menu

Login 6/4/2020 9:23:18 AM
Cayuga Home For Children LSAs

error ‘8007085a"

CANETPUB\WWWROOT\WEBSTAR _2018\FIRSTMENU\. /SharedFiles/Login.asp, line 122
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Unable to Re-access WebStar after Creating a New Account and being Knocked Out of the Application

Some users have experienced a problem of being knocked out of the WebStar application after
successfully creating a new user account, but before being able to add CONNECTIONS application access
for the user. They then are not able to immediately log back in to WebStar to complete the process.

If this occurs, try the following:
1. Logout of the NYS ITS browser session
2. Clear the browser cookies.

3. Exit the browser

4. Reopen the browser and try again. a
;) -

Print

If using Internet Explorer, the path is: il g
Zoom (125%) >1 2

Settings > Internet Options > Safety > 7
Add site to Apps |

General tab > Delete button > View downloads Ctrl+)
Manage add-ons

Delete button > F12 Developer Tools
Go to pinned sites

Apply button > Compatibility View settings
Internet options

OK button About Internet Explorer

Internet Options ? b Delete Browsing History et

curity Privacy Content Connections Programs Advanced

Home page
(‘ To create home page tabs, type each address on its own line.
5
i

http://ocfs.state.nyenet/

Use current Use default Use new tab
Startup
() Start with tabs from the last session
(®) Start with home page
Tabs
Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cookies, saved passwords, and web
form information.

[ ] Delete browsing history on exit

Appearance
Colors. Languages Fonts Accessibility
oK Cancel Apply

Preserve Favorites website data
Keep cookies and temporary Internet files that enable your favorite
websites to retain preferences and display faster.

Temporary Internet files and website files

Copies of webpages, images, and media that are saved for faster
viewine

Cookies and website data

Files or databases stored on your cg
preferences or improve website @€

History

List of websites you have visited.

puter by websites to save
ormance.

[ ] Download History
List of files you have downloaded.

Form data
Saved information that you have typed into forms.

[ ] passwords
Saved passwords that are automatically filled in when you sign in
to a website you've previously visited.

D Tracking Protection, ActiveX Filtering and Do Not Track d
A list of websites excluded from filtering, data used by Tracking
Protection to detect where sites might automatically be sharing details
about your visit, and exceptions to Do Not Track requests.

About deleting browsing history Delete
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No Groups Display in ARS

If the SVC Special Access Account was not assigned to any Organizational Unit(s) when it was created,
no groups will display for the agency in ARS.

Adding OU access must be

requested by your Managed Units (objects found...

CONNECTIONS

Implementation Team

member through ITSM. = Filter v
O Name “ Description

Note to CONNECTIONS Team Members:

Changes to Administrative accounts need to be submitted via the ITSM Self Service Portal>Service
Catalog>User Accounts and Access>Active Directory (AD) Privileged & Service Accounts.

e Service Type: Account e Account Type: Privileged Account

e Request Type: Change e Domain: SVC

Approval Group

i ] BUS Approvers OCFS

* Please select an Approver from the list of your Agency Authorized Approvers below.

@  Peter Whitford (Peter.Whitford@ocfs.ny.gov) x v

* Service Type

Account v

* Account Type

Privileged Account (Used by individual users to administer systems) v

* Request Type Q

Change v
*Domain
e  SVC-svony.gov X v
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There are No Resources Currently Available for This User

This error occurs when a user attempt to log into CONNECTIONS, but the user does not have the needed

CONNECTIONS entitlements.

8:09 AM  Mon Apr 20

Logged on as: 316971

D There are no resources currently available for this user.

Please go to the following link for CONNECTIONS HELP:

http://www.ocfs.state.ny.us/connect/

To download the Citrix Online Plugin, please go to the following URL:

https://connections.ocfs.ny.gov/citrix/clientfiles/

< m & connections.ocfs.ny.gov

o

Settings

389

w LTE 27%@® )

g O +

Log Off

CITRIX'

Users can also receive this message when the CONNECTIONS application is temporarily down. In this
circumstance, they should be advised to try again later.
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SSL Error 4

This error is encountered when the user attempts to log into CONNECTIONS.
CONNECTIONS CONNECTIONS Training

(—

.

B ' CONNECTIONS ERROR X

Unable to connect to the server. Contact your system
administrator with the following error: SSL Error 4: The
operation completed successfully.

Please go to the following link for CONNECTIONS HELP:

http://www.ocfs.state.ny.us/connect/

To download the Citrix Online Plugin, please go to the following URL:

https://connections.ocfs.ny.gov/citrix/clientfiles/

This is a communication issue between the Citrix Client and the Citrix Gateway for which Citrix has not
discovered a cause.

To remedy this:

1. Logout of CITRIX and exit completely (Make sure it’s not
running in the system tray as well.)

2. Delete browser cookies, making sure to always uncheck “Preserve Website Favorites Data”

3. Close the browser

If these steps do not resolve the issue, as a last resort, shut down the computer completely and turn
back it back on. This may or may not resolve the problem.

If all the above steps do not work, uninstall the Citrix Receiver, reboot the computer, then re-install.

If this fails to resolve the problem, contact the ITS Enterprise Service Desk at 844-891-1786 or email
them at Fixlt@its.ny.gov for assistance.
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