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OCFS Workshop Exercise Series

1. Purpose

The purpose of the OCFS Workshop Exercise Series is to provide the Agency with an
opportunity to understand and exercise its Business Continuity Plan (BCP) in a structured
fashion, and encourage thoughtful review and discussion among OCFS divisions. To
meet this goal, the OCFS Workshop Exercise Series is comprised of several activities that
are intended to guide the agency and its divisions towards achieving a set of learning
objectives.

The exercise series consists of two activities: the Divisional Exercise Workshop and the
OCFS Exercise Simulation. The first activity, the Divisional Workshops, will provide
each division/office of OCFS an opportunity to discuss their response to a hypothetical
emergency scenario. In preparation for the OCFS Exercise Simulation, the workshops
allow each Division and their selected BCP and Emergency Management Team members
to analyze and think through the steps they would take to restore essential services in the
event of their disruption. The OCFS Exercise Simulation, which is the second or
culminating activity of the exercise series, provides a venue for the Agency and its
Divisions to “act out” their responses to the emergency scenario as assessed during the
divisional workshops. This workbook is a tool to help guide the divisions in conducting
their respective Divisional Workshops.

What is an Exercise?

An exercise is a training activity that asks players to respond to a specific simulated
scenario as they would in a real life event. This allows emergency personnel to validate
and practice the implementation of plans and procedures.

2. Objectives

The objectives of this workshop are to:

1. Review the OCFS BCP to ensure that the information and procedures are correct
and up-to-date;

2. Communicate and coordinate activities, identify resources, and clarify roles and
responsibilities to provide essential services;

3. Create divisional as well as an agency-wide network of trained personnel with a
common understanding of business continuity planning;

4. Strengthen the culture of emergency preparedness at OCFS; and

5. Build success and learning through discussion and practice.
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3. Instructions

3.1 Participants

This workshop has been developed to exercise the agency’s policies and procedures to
respond to and recover from an emergency at both divisional and agency-wide levels.
Figure 3-1 identifies the various divisions and offices of OCFS that are expected to play a
role in the agency’s emergency management activities and that will be participating in
this workshop.

3.2 Assumptions and Artificialities
The following assumptions must be made in order to ensure that the exercise is as
realistic as possible:

m Exercise participants are familiar with the agency’s emergency management
procedures;

m  When not provided in the scenario or workbook, players and facilitators may insert
real-world data, information support sources, and prior experience to help solve
problems;

m In the absence of appropriate written instructions, participants are expected to apply
individual initiative to satisfy response and recovery requirements;

m Implementation of emergency response plans, policies, and procedures during the
exercise will depict actions that would be expected to occur under actual response
conditions; and

m Actions may be simulated to direct units and personnel or move resources.

3.3 Simulation

Simulation of some real-world response actions (e.g., evacuating from your actual
offices) or communications (e.g., calling external agencies outside of OCFS) during this
exercise may be required to compensate for actions that may not be easy or appropriate to
“act out.” Although simulations may detract from exercise realism, the simulated actions
(messages ‘from’ and ‘to’ simulated entities) provide the means to facilitate exercise play
and provide for the testing of exercise objectives and performance criteria.

02:001636.NO67.01-B2465 3
Attachment 2.1.2b -Business Continuity Plan-04/22/09



8002 '¥1 Aenuep

Heys jeuonjeziuebio L-¢ aunbig

nanern Auey fiojpang Bupay
SNOWVDLSIANI TVII3dS 40 321440

JBYBYY WA WPNY JO A3800

zauguey Aauey ‘10138410
1NIW40T13A3A A21T0d
ONY ONINNY1d JI93LYHLS 40 321440

aoaardo] uaJey
Juswabeueyy 1384UGS JO J0JI3IT

Sjajueg Uepg ‘19UD|SSILWOD "I0SSY
Q3ddV2IONYH ATTYNSIA
ANY N8 SHL HOd NOISSIWWNOD

ojevo aueydss

oddng WSl BURY Ky JBUCISSIUWOD 155y
Aydungy A3 ewdo@ag

Ayss@aig 7 frunisoddp (enb3 jo Jopseag

IEE . BNy oy E;MI.WJ.WM“ JBUjOY BIJUEF ‘0UD|SSIWWOD "deg
Anay aepy sup3 S3ADIAHIS IHYD ATIHD 40 NOISIAIG

Justsbeuey (BIUBLI- J0) JBUCISSILLILIOD “208SY

%
=
-
5,
p)
(b)
2
(&)
=
(b)
X
LL
o
o
e
7
4
-
=
D)
LL
O
@)

apddi) sewoy] 'Jeuo|ssiwwod ‘deg
NOILYHLSININGY 40 NOISIAID

Braquials wiaay “poddng [Eajuyaa] jo opaig
aRSIMLAG UBLELOP JUSWHo|aAa0

uvoljeaiiddy SNOLLOINNOD 1o Jopaina
yBnosy paid

‘WawdeEaag swaishs uadg jo Jopag

jugagy ‘poddng uawabeusp jo Jopaag

INSUSYIS JS0r "I0RRAT L) 15SY

AP 'SPARAL WEIIA JeunisspuwoD deg

SNOLLDINNOIILI 40 NOISIAG

Buaas) ufjanbaer
‘5309014 [R10ads pue uone(siBaT jo sopang
Afiouwos ansis ‘sBuuesH [Bads jo a0
esayeqaid Auoyiuy |psunog Andsg
18unng wyor “Rsuncd Aindag
BAY204] 837 "jesunod Aindag

aaflig Jajep uasey
‘[esunod |Biauss § Jeun|sspuwod ‘dag
SHIV44Y 19237 40 NOISIAG

yhnop Auoypny

"y Beuey A28 10} JPUBISSIULIOD) D088y
oaueld adifa ‘sdiysiauped

AUNLIWO? 10} JUOISSILILIGT) 3088

SIS FAUJ 'SIINIG

PUB SWEIG0.G 10} J2UDISSIUWOD) 2055

laung aadop ‘Jeuo|ssjuwwo) deg

HLNOA HOd S3ILINNLYOLHO

B 32ULSAF ITINIANC 40 NOIS IAD

SBUNEW YA 'S20NBS AIUNUWO D
PUE 2A2B101- JO JBUSISSILILIOD) "058Y
sjood Ejays
‘suonesedo [Buoifiay JO JBUOISSILILIOD) 05y
Aingsuno as7 “poddng wesboly
PUE FIUBUEBLLIZY JO JUCISSIWWIOD “I0SSY
yaud7 auep Jeuo|sspuwod ‘deg
S32IAYIS ALINNWWOD
® 3UY413M ATIHD 40 NOISIAID

‘18U0}SS W02 KNdaq 8A[IN28X3 8U) 0] JUR)S|SSY BAIINDEXT

oiquiy,g uffasg ‘feleines
SUP{SEH ' BLIOIIA

S31MIWYL F NIYATHD NO T2NNOD

1199y ejoiA PNQWO
NYIWSANEWO JHL 40 321440
i
uosuag yesogaq '10)3811q 8AlINIeXT zaap eaneT

LWEflIM 2 findag aappnoaxg

zayaups eubyg 'JBUD|SS|WIWOD) 1SSy

321440 JAN

BUORIED BIUGSSIL "URISISSY [R1aads
NAIND BUUOG “JURIS|SSY BAJIRNSIUNIPY

155 2 eyio) |55 aAlnJex3 i)

salliog piemps

“bsg ‘uowes sdpejs ‘Jsuo|sspuwWwon
YINOISSIWNOD HL 40 321440

2 Jo Jojaadig W
SHIv4ddY 217and

S921AI9g Ajlwe4 pue uaip|iyd Jo 3210 SAN

02:001636.NO67.01-B2465

Attachment 2.1.2b -Business Continuity Plan-04/22/09



OCFS Workshop Exercise Series

3.4 Materials Needed

Before participating in the workshop, each team should assemble a copy of the following
documents and materials:

m Site Emergency Response Plan (ERP);

m  Agency-wide OCFS Business Continuity Plan (BCP) and BCP Light;
m Divisional Business Continuity Plan (BCP), if applicable;

m Relevant emergency management documents (optional);

m Pens and paper; and

m Communications equipment (e.g., telephone).

3.5 Divisional Workshops

Upon receiving this workbook, each OCFS division/office will organize and complete a
Divisional Workshop (approximately two hours long) to prepare for its participation in an
agency-wide Exercise Simulation that will begin on the morning of Wednesday, April 23,
2008. The Divisional Workshops must be completed no later than April 7, 2008.

Using the Agency-wide and Divisional BCP’s, as well as any other resources available,
your division/office should address the impacts of the exercise scenario upon the business
continuity of your division/office and identify any emergency management response
and/or business continuity effort that may be required.

Each division/office is encouraged to “talk through” the situation, as if the event were
actually occurring. In addition, each division/office should use this opportunity to
familiarize themselves with their divisional and the agency-wide emergency management
plans and to identify and remedy any deficiencies contained within them (i.e. update
contact information). Your division/office is also encouraged to communicate with other
OCEFS divisions/offices to seek assistance and to assess the nature and extent of conflicts
that might arise between multiple OCFS divisional/office actions.

The exercise scenario presented in this workbook will be identical to the one used in the
agency-wide Exercise Simulation. However, depending on the pace and actions taken by
participants during the simulation, exercise injects may be added to initiate additional
responses activities and to move the exercise toward stated exercise objectives.

During the workshop, it is important that each division/office document all actions taken.

02:001636.NO67.01-B2465 5
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All Divisions/Offices will provide Beth Goyer, OCFS, Office of Management Support at
(518) 486-4022 (Beth.Goyer@ocfs.state.ny.us) with the following:

® An email identifying the date you plan on holding your workshop;
m  An email notification the day you have completed your workshop; and

m A copy of your completed workbook and any other relevant workshop documentation
no later than April 7, 2008.

During each of these divisional workshops, one or more members of the OCFS Exercise
Planning Team or Design Team will be in attendance and available to assist in any way
possible.

Table 3-1 summarizes the actions that are expected of each division/office participating
in the workshops.

Table 3-1 Divisional Workshop Expectations
Action ltem Completed

1 | Produce or formulate a response to the identified exercise scenario
Exercise respective communication systems and division/office
contact lists (e.g., phone trees)

3 | Identify any deficiencies experienced during the workshop or
identified while reviewing the emergency management plans (e.g.,
contact numbers do not work or contained incorrect numbers)

4 | Document all actions taken during the workshop

5 | Be prepared to run through the workshop events during the OCFS
Exercise Simulation

3.6 Questions?

If you have any questions regarding this workshop series or the emergency management
efforts undertaken by OCFS, please contact Beth Goyer, OCFS, Office of Management
Support at (518) 486-4022 (Beth.Goyer@ocfs.state.ny.us).

02:001636.NO67.01-B2465 6
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4. Scenario

This morning, shortly before 9:30 AM,
a northbound freight train (diverted to
this length of track) derailed
approximately 4 mile south of the
Albany- Rensselaer, NY Amtrak
Station. The accident occurred
directly under the 3™ Avenue overpass
and only a short distance from the
OCEFS Capital View Complex.

Two of the 10 derailed cars contain
hazardous substances, including MDI
(a chemical used in manufacturing plastic) and POX (an insecticide which is extremely
flammable). A third derailed car is on fire and the car containing MDI is leaking. The
situation is critical — the car containing POX could explode, and vapor leaking from the
leaking MDI could cause skin and eye irritation and, at high temperatures, release an
extremely poisonous gas. The accident and fire has placed a section of Rensselaer in
jeopardy. The Rensselaer County Emergency Manager has ordered all residents and
workers within a 2 mile radius of the accident to evacuate.

An emergency broadcast announcement has been made via local radio and television
instructing those in the affected area to evacuate immediately. The evacuation area is
identified in Figure 4-1. The Commissioner of OCFS has directed to evacuate the Capital
View Complex including the Resource District Center (RDC) and activate the agency’s
BCP. The Executive Deputy Commissioner has just notified your Division/Office that it
needs to evacuate from the evacuation area immediately.

Due to the evacuation and emergency response to the train derailment, all major traffic
corridors immediately adjacent to the evacuation zone (New York Interstate 90 and 787)
are experiencing significant traffic congestion.

Time Line
The following is a summary of events that have taken place.

Table 4-2 Time Line of Events

9:25 AM. Train derails

9:35 A.M. Fire department arrives on the scene

9:45 AM. Decision is made to evacuate affected area

9:55 AM. Division/Office receives instructions to evacuate the Capital
View Complex

02:001636.NO67.01-B2465 7
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Figure 4-1 Evacuation Zone Map
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5. Workshop

Who will be participating? List the names and contact information of your division’s
workshop participants.

~ Responsibility =~ ContactInfo |

Workshop Activities
Use the following pages to document and guide your division’s or office’s response to the
emergency event.

It is 9:55 A.M. and the Deputy or Associate Commissioner or Director of your
Division/Office has just received notification from the Executive Deputy Commissioner
that your office will need to evacuate the Capital View Complex including the Resource
District Center.

02:001636.NO67.01-B2465 9
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1. Who from your division/office is in charge of this situation? What is your
organizational structure in times of crisis?

Describe

2. In the event that decision makers are not available, who is in charge (i.e. alternates)?

Describe

3. What operations or services provided by your division or office may be disrupted?

Describe

02:001636.NO67.01-B2465 10
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4. Will your division or office need to meet to discuss or respond to the situation? If so,
where will you meet?

Describe

5. Will you have everything you need to make decisions and communicate with staff from
this meeting location? What materials would you bring to this meeting location?

Describe

6. Who will you need to notify that you are evacuating the Capital View Complex?

Describe

02:001636.NO67.01-B2465 11
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7. What staff or customers do you have in the evacuation area? Will you need to
communicate with them? How will you contact them?

Describe

8. How will your staff, regional offices, interdependent agencies, and customers not
located within the evacuation area communicate with your Division/Office after
evacuation?

Describe

9. Are there any interdependent entities that you rely upon or that rely upon you to
provide services that may be affected by the emergency? How will you provide these
services?

Describe

02:001636.NO67.01-B2465 12
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10. Did you use this workshop to actually test your communication trees? Were you
successful? If not, why?

Describe |

11. Where will your operations be relocated to? Will other OCFS Divisions/Offices also
be operating from this location?

Describe

12. If the Capital View Complex was your alternate worksite, will you need to establish a
new alternate worksite location?

Describe

02:001636.NO67.01-B2465 13
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13. What staff will be needed to work from your alternate worksite? What staffing issues
may arise from relocating to an alternate worksite?

Describe

14. What resources will be needed to work from your alternate worksite?

Describe

15. What utilities and communication services (i.e. telephone, internet, power, heat, etc.)
will be needed at the alternate worksite? Will they be available for immediate use?

Describe

02:001636.NO67.01-B2465 14
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16. How will you transport your staff and resources to the alternate worksite?

Describe

17. How long will you be able to effectively function from this alternate worksite? What
complications may arise?

Describe

18. Describe other actions taken.

Describe

02:001636.NO67.01-B2465 1 5
Attachment 2.1.2b -Business Continuity Plan-04/22/09



OCFS Workshop Exercise Series

At a later time, the fire is extinguished and there was no release of toxic gas from the

derailment. Residents may return to their homes and business may return to
normal operations.

19. When the decision is made to return to normal operations, how will you transition
back to normal operations?

Describe

20. Describe other actions taken.

02:001636.NO67.01-B2465 16
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Post-Event

21. Was your division or office able to provide services during this event?

Describe

22. What do you think worked well?

Describe

23. What do you think did not work well?

Describe

02:001636.NO67.01-B2465 1 7
Attachment 2.1.2b -Business Continuity Plan-04/22/09



OCFS Workshop Exercise Series

24. If you had any problems, what did your division or office do to fix them?

Describe

25. Do you have any suggestions to improve the BCP?

6. Next Steps

OCFS Exercise Simulation

OCFS will conduct an Agency-wide Exercise Simulation on April 23, 2008, to walk
through the emergency scenario described above using the materials collected and
discussed during each of the Divisional Workshops. This exercise will be similar to your
individual Division Workshops but it will focus on interagency interaction at an agency-
wide level. Please remember to forward the documentation from your Divisional
Workshops to Beth Goyer, OCFS, Office of Management Support at (518) 486-4022
(Beth.Goyer@ocfs.state.ny.us) by close of business on April 7, 2008.

Immediately following the OCFS Exercise Simulation, a debriefing will be conducted by
the Exercise Planning Team, aided as necessary by Ecology and Environment, Inc., to
recommend revisions to the BCP.

02:001636.NO67.01-B2465 18
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7. Notes

Please use the following note pages to document your actions and concerns.
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