ATTACHMENT  E

(Model) NON-DISCLOSURE AGREEMENT for District to use with Contractor’s Employee, Subcontractor or Agent
This Agreement is executed by and between the  _________________ County Department of Social Services (DEPARTMENT), having its principal place of business at ___________________, New York_____, and [INSERT NAME OF THE INDIVIDUAL] (hereinafter referred to as either “I,” “me” or “INDIVIDUAL”), as an employee, subcontractor or agent of  ________________________(CONTRACTOR). [INSERT NAME OF THE CONTRACTOR]  

I am an employee, subcontractor or agent of [INSERT NAME OF CONTRACTOR], which is under engagement by DEPARTMENT, pursuant to_______________________________   
[REFERENCE THE AGREEMENT] (hereinafter referred to as “Engagement”), to _____________________________________________________________.  [DESCRIBE THE ENGAGEMENT]
I understand that as part of performing the duties outlined in and associated with the Engagement, I may have access to, see or hear confidential or proprietary information or data (all hereinafter referred to just as “confidential information”).  All information or data (oral, visual or written, including electronic) of which I become aware as a result of the Engagement shall be deemed to be confidential information.
I understand and agree that the use of confidential information obtained in the performance of my duties shall be limited to purposes directly connected with such duties, unless otherwise provided in writing by DEPARTMENT. When access to such information or data also results in access to confidential or proprietary information or data beyond that which is necessary for the purpose for which access was granted, I agree to access only the information or data needed for the purpose for which access was given.  
When I no longer require access to confidential information, whether because of termination of employment, reassignment of job duties or otherwise, I agree that I will not access or attempt to access any of DEPARTMENT’s confidential information, or any confidential information in State systems or other sources to which I have been given access as a result of the Engagement, and will turn over to CONTRACTOR all reports, notes, memoranda, notebooks, drawings, and other information or data developed, received, compiled by or delivered to me relating to the Engagement, regardless of the source of the said information or data. I will certify in writing that I have complied with the obligations set forth in this section. 

I understand that the law forbids disclosing such information, in whole or part, to anyone unless specifically directed to do so by DEPARTMENT. I agree that I will not disclose it unless I am specifically directed to do so by CONTRACTOR or DEPARTMENT.  I further understand that if I am unsure as to what information is confidential, I will immediately consult with CONTRACTOR and/or DEPARTMENT program managers involved with the Engagement prior to any such disclosure. 

I will safeguard, and will not disclose to unauthorized parties, any user name and/or password that may be issued to me in furtherance of my access to the confidential information unless authorized by DEPARTMENT. I understand that my access to the confidential data may be revoked at any time if my responsibilities change, or for any other reason at the discretion and direction of CONTRACTOR or DEPARTMENT.

I will comply with all applicable Federal and State laws and regulations and with all applicable policies and procedures as set by the State of New York and DEPARTMENT, including, but not limited to, the confidentiality provisions of Section 372 of the New York State Social Services Law.
I will promptly report, to DEPARTMENT and CONTRACTOR, activities by any individual or entity that I suspect may compromise the availability, integrity, security or privacy of the confidential information. I will immediately notify CONTRACTOR of any request for information or data concerning or related to DEPARTMENT business that does not come from an individual involved in the project. 

I agree not to attach or load any additional hardware or software to DEPARTMENT or State equipment unless authorized by DEPARTMENT, and that I will use only those access rights and will access only those systems, directories, information or data authorized for my use by DEPARTMENT. 

I agree not to take any actions which intrude upon, disrupt or deny services to DEPARTMENT, unless prior authorized and in such a manner as directed by DEPARTMENT’s Systems Administrator or his/her designee. 

I agree to store confidential information received in secure, locked containers or, where data is stored on a computer or other electronic media, in accordance with CONTRACTOR’s computer security policy that protects confidential information from unauthorized disclosure. 

I agree not to issue any press releases, give or make any presentations, or give to any print, electronic or other news media information regarding my employment by, or my relationship with, CONTRACTOR with respect to the Engagement with DEPARTMENT, without the advance approval of DEPARTMENT. 

I understand and agree that the terms of this Confidentiality and Non-Disclosure Agreement shall continue even when I am no longer an employee, subcontractor or agent of CONTRACTOR, and that I will abide by the terms of this Confidentiality and Non-Disclosure Agreement in perpetuity.

I understand that failure to comply with these requirements may result in disciplinary action, termination and/or criminal prosecution, as well as any other penalties provided by law. 

This Agreement shall be governed by the laws of the State of New York, unless otherwise required by the Federal Supremacy Clause.
INDIVIDUAL’s printed name
INDIVIDUAL’s signature 

Entity of which INDIVIDUAL is an employee, subcontractor or agent  [INSERT NAME OF CONTRACTOR]
Date

