
ATTACHMENT D
(Model) NON-DISCLOSURE AGREEMENT for District and Contractor
between

the ____________________ County Department of Social Services (DEPARTMENT)

and ___________________________________________________(CONTRACTOR) 

THIS AGREEMENT is between DEPARTMENT, having its principal place of business at _______________________​​​____, New York ______, and CONTRACTOR, having its principal place of business at __________________________________. 

WITNESSETH
WHEREAS, CONTRACTOR is under engagement by DEPARTMENT to ___________________________________________________________________; and  

WHEREAS, it is in the interests of all parties that discussions and information or data exchanged be carried on in a controlled environment, and that confidential or proprietary information or data (all hereinafter referred to just as “confidential information”) developed by the parties, or accessed from other sources by virtue of DEPARTMENT having access to such sources, or the ability to arrange access to such sources for CONTRACTOR or CONTRACTOR’s employees or agents, be protected from further disclosure unless DEPARTMENT approves of its release, and that any confidential information be protected from disclosure to third parties, other than on a need-to-know basis; 

NOW, THEREFORE, for and in consideration of the engagement of CONTRACTOR to perform services for DEPARTMENT, CONTRACTOR agrees to the following: 

I.       All information or data (oral, visual or written, including electronic) of which CONTRACTOR and/or its employees or agents become aware as a result of CONTRACTOR’s engagement with DEPARTMENT shall be deemed to be confidential information. Notwithstanding the foregoing, information or data which falls into any of the following categories shall not be considered confidential information: 

a.  information or data that is previously rightfully known to the receiving party without  restriction on disclosure; 

b.   information or data that becomes, from no act or failure to act on the part of the receiving party, generally known in the relevant industry or is in the public domain; and 

c.  information or data that is independently developed by CONTRACTOR and/or its employees or agents without use of confidential information of DEPARTMENT or any State or governmental agency. 

II.   Except as specifically permitted in this Non-Disclosure Agreement or by DEPARTMENT, CONTRACTOR and/or its employees or agents shall not, at any time, in any fashion, form, or manner, either directly, indirectly or accidentally, divulge, disclose, communicate or use, either prior to, during or subsequent to any engagement, any confidential information or methods of accessing information or data received, obtained, acquired, directly, indirectly or accidentally, or developed in association with any engagement unless necessary to effectuate the purposes of the engagement. 

III.    CONTRACTOR  agrees that any confidential information received from DEPARTMENT, or accessed from other sources by virtue of DEPARTMENT having access to such sources, or the ability to arrange access to such sources for CONTRACTOR or CONTRACTOR’s employees or agents, shall be provided only to those designated staff of DEPARTMENT and CONTRACTOR on a pre-approved and need-to-know basis, and that it shall be provided to only those of its employees or agents who have signed a non-disclosure agreement provided or approved by DEPARTMENT. CONTRACTOR agrees that when access to such information or data also results in access to confidential information beyond that which is necessary for the purpose for which access was granted, it will access only the information or data needed for the purpose for which access was given. CONTRACTOR shall take all reasonable steps to inform such employees or agents of their non-disclosure responsibilities with respect to CONTRACTOR’s engagement by DEPARTMENT. When such employees or agents no longer have a need for access to such confidential information, whether because of termination of employment, reassignment of job duties or otherwise, CONTRACTOR shall ensure that the access of such employees or agents to such confidential information is terminated, unless access is needed for other engagements for which CONTRACTOR, and such employees or agents, have been granted access and have signed Non-Disclosure Agreements.      
IV.    CONTRACTOR acknowledges and agrees  that it, and its employees, subcontractors or agents, are bound by applicable Federal and State laws governing confidentiality and/or privacy of information, which may include but which are not limited to:

a. Section 372 of the Social Services Law; 

b. Parts 357.3 and 423.7 of Title 18 of the NYCRR; Section 114 of the Domestic Relations Law, Sections 373-a and 409-f of the Social Services Law; Section 168.7 of Title 9 of the NYCRR; and Section 501-c of the Executive Law; 

c. Section 460-e of the Social Services Law; and

d. Section 444 of the Social Services Law; and
e. Section 422 of the Social Services Law and section 432.7 of Title 18 of the NYCRR; and
f. Sections 465.1 and 466.2 of Title 18 of the NYCRR; 

g. Section 164.7 of Title 9 of the NYCRR and Section 2782 of the Public Health Law; 

h. Section 431.7 of Title 18 of the NYCRR; and
i. Section 459-g of the Social Services Law and Section 452.10 of Title 18 of the NYCRR; 

j. Section 462.9 of Title 18 of the NYCRR; 
k. Section 473-e of the Social Services Law and Section 457.16 of Title 18 of the NYCRR; Section 361.38 of Title 34 of the CFR; and
l.    Section 136 of the Social Services Law.
V.      CONTRACTOR agrees to immediately notify DEPARTMENT of any request for information or data concerning or related to DEPARTMENT business that does not come from an individual involved in the project. 

VI.     CONTRACTOR agrees not to issue any press releases, give or make any presentations, or give to any print, electronic or other news media information regarding its engagement without the advance approval of DEPARTMENT. 

VII.    CONTRACTOR agrees that all confidential information in its possession as a result of the engagement is at all times the sole property of DEPARTMENT, and that CONTRACTOR will turn over to DEPARTMENT all reports, notes, memoranda, notebooks, drawings, and other information or data developed, received, compiled by or delivered to CONTRACTOR and/or its employees or agents relating to any engagement for services, regardless of the source of said information or data, upon termination of any engagement. CONTRACTOR agrees to return or, with the consent of DEPARTMENT, destroy all confidential information at the conclusion of the engagement or at an earlier date set forth by DEPARTMENT. Destruction includes the complete purging of all confidential information from all computers and back-up media storage, in a manner that meets media disposal standards promulgated by the New York State Office of Cyber Security. CONTRACTOR shall certify in writing that it has complied with the obligations set forth in this section. 

VIII.   CONTRACTOR and/or its employees or agents shall not attach or load any additional hardware or software to DEPARTMENT or State equipment unless authorized by DEPARTMENT, and will use only those access rights and will access only those systems, directories, information or data authorized for its/his/her use by DEPARTMENT. All requests for access must be communicated to DEPARTMENT’s Systems Administrator, and to the appropriate State agency’s Information Security Officer or his/her designee. 

IX.   CONTRACTOR agrees to take no actions which intrude upon, disrupt or deny services to DEPARTMENT, unless prior authorized and in such a manner as directed by DEPARTMENT’s Systems Administrator or his/her designee. 

X.      In addition to the consent of DEPARTMENT required in paragraph VIII and IX, the prior written consent of the applicable New York State agency’s Information Security Officer or his/her designee shall be required for such actions taken with respect to any statewide system or database. 

XI.  CONTRACTOR agrees to transmit confidential information, including client data, to DEPARTMENT only through the use of secure methods as designated by DEPARTMENT for such purposes. 

XII.      CONTRACTOR agrees: 


a. to use the confidential information furnished under this Agreement only for the purposes described in the engagement and herein; and 


b. to retain such confidential information only so long as may be necessary to effectuate the purposes of the engagement. 

XIII.  CONTRACTOR agrees to store confidential information received in secure, locked containers. Where data is stored on a computer or other electronic media, CONTRACTOR must have an appropriate computer security policy that protects confidential information from unauthorized disclosure. The computer security policy must include provisions that address the physical security of computer resources; equipment security to protect equipment from theft and unauthorized use; software and data security; and access control. Any access to the stored data, wherever or however stored, must be limited to personnel who have an official business need, and who have signed a Non-Disclosure Agreement substantially similar to that signed by CONTRACTOR’s other employees or agents who have access to the stored data. Responsibility for computer security must be assigned to a specific individual or organization, and the assignment must be documented. 

XIV.  CONTRACTOR agrees that if it and/or its employees or agents breaches or threatens to breach this Agreement, in addition to having any engagement terminated, DEPARTMENT shall have all equitable and legal rights (including the right to obtain injunctive relief) to prevent such breach and/or to be fully compensated (including reasonable attorneys’ fees) for losses or damages resulting from such breach. CONTRACTOR acknowledges that compensation for damages may not be sufficient and that injunctive relief to prevent or limit any breach of confidentiality may be the only viable remedy to fully protect the confidential information as defined in this Agreement. CONTRACTOR further understands and agrees that the terms of this Non-Disclosure Agreement shall survive any term of the engagement, and CONTRACTOR will abide by the terms of this Non-Disclosure Agreement in perpetuity. 

XV.  CONTRACTOR shall indemnify and hold harmless DEPARTMENT and the applicable State Agency as well as the State of New York from any and all claims, suits, damages, and costs of any kind including attorney fees, and causes of action arising out of or in any way related to the terms of CONTRACTOR’s engagement, including but not limited to unauthorized disclosure of any confidential information received hereunder. 
XVI. CONTRACTOR agrees that it shall not assign or subcontract its obligations under this Agreement. 

IN WITNESS WHEREOF, CONTRACTOR has signed this Non-Disclosure Agreement  as of the date set forth below. 

By: _________________________________ 

Title: _________________________
Date: ___________________________ 

STATE OF_______________________)           ) SS: 

COUNTY OF _____________________) 

On this ____day of__________, 201___, before me personally came _______________________, to me known, who, being duly sworn by me, did depose and say that (s)he resides at _________________________, that (s)he is the ___________________ (the President, principal or other officer or director or attorney-in-fact duly appointed) of __________________, the business or organization described in and which executed the above instrument; and that (s)he signed her/his name thereto by authority of the governing body of said business or organization. 

_____________________________________ 

     Notary Public 
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