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NYS Office for Technology Customer Networking Solutions
To:  
  Voluntary Agency LAN Administrators 

Cc:
  Voluntary Agency Directors
Date:    O10/13/2006
Topic:  Changes to HSEN Internet Access Options and Internet Access Administration
The New York State Office for Technology Customer Networking Solutions is pleased to announce the availability of enhanced Internet access options, and the ability to locally administer Internet access.
BACKGROUND

Previously, there were two Internet access options available to HSEN customers. The first allowed “restricted” access to a list of state-approved, business-related web sites.  This list of approved sites was historically referred to as the “GOER” list.  The second option was “full” Internet access, with Web Content filtering software to prohibit access to illegal, malicious and inappropriate web sites.

State agencies and local districts expressed a need for broader access than what was available through the “restricted” option.  However, they also expressed concerns that enabling “full” Internet access on a wider scale posed monitoring, misuse and performance concerns.  A joint initiative was undertaken by the NYS Office of Temporary and Disability Assistance and the Office for Technology to design and implement a solution that provided agencies with the options and flexibility to enable provisioning, administration and monitoring of Internet access to support legitimate State and local business, and improved information security controls by enabling local districts and voluntary agencies to grant and manage Internet access for their users locally.
Change to the HSEN Internet Access Groups
The following details the changes to the enhanced Internet options and groups used to administer/grant Internet access.

Two groups were previously used to manage access to the Internet:
· hsenProxy Clients – allowed full access to the Internet except to those sites filtered by Web Content Filtering software which denies access to illegal, malicious and inappropriate websites.
· No Proxy – allowed access to a restricted list of pre-approved work-related (mostly governmental) sites.  This restricted access has historically been called the “GOER list”
The following groups are now used to manage access to the Internet:

· Proxy Full (previously hsenProxy Clients) – allows full access to the Internet except to those sites filtered by Web Content Filtering software which denies access to illegal, malicious and inappropriate websites.
· Proxy Limited – allows access limited to an approved list of categories (e.g. .edu, .gov, etc.) through Web Filtering.  This group provides greater access than the Proxy Restricted group, but is more limited than the Proxy Full access group.

· Proxy Restricted (previously No Proxy) – allows access to a restricted list of pre-approved work-related (mostly governmental) sites.  This restricted access has historically been called the “GOER list”

· Proxy Block – allows no access at all – can be used in cases where a decision has been made to purposefully prohibit Internet access. (e.g. - clerical staff, vendors, history of misuse, disciplinary action, etc.)
NyseWebstar has been updated to reflect these new groups and to allow Proxy Administrators the functionality to move users between the groups. 
When a user is added to one of the groups, the account is checked to see if they are already a member in any of the above groups.  If they are, they are removed from that group and placed in the new group based on the request by the administrator.  NyseWebstar will keep a log of who grants the access.   
If a Voluntary Agency does not specify a Proxy Administrator to manage their Internet access groups it will be necessary for the Agency Authorizer to submit the Internet Access Request form to the oft.sm.cns.oftsec mailbox.   

Proxy Administrator Requests
Voluntary Agencies now can specify a person to be designated as a Proxy Administrator, giving them the capability to grant, modify or remove Internet access.   

Voluntary Agencies must submit the request form to the OCFS ISO who will then forward approved requests to the OFTSEC mailbox.  
OFTSEC will notify the newly appointed Proxy Administrator and requestor once access has been granted.  

As part of routine security auditing procedures, Agency Authorizers will be required to recertify Proxy Administrators on an annual basis.

The revised OFTSEC request form, information regarding Web Filtering categories and the form to be used for requesting Internet access if your agency does not have a Proxy Administrator are available on the OFT Customer Relations website, IT Support Library at: http://sdc.oft.state.nyenet/crcc/itsuplib/ under the section entitled Internet Access. 
Any problems should be reported to the Enterprise Help Desk at 1-800-697-1323
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