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Number:
07-CNS-08


Issued By:
Deputy CIO, IT Customer Development and Relationship Mgt Services
	CUSTOMER BULLETIN—(Customer Networking Solutions)


Title:      New Statewide DNS Platform

Date Issued: 11.26.2007
	Overview


A letter announcing the new Statewide Domain Name Services (DNS) Platform was issued on October 16, 2007. A copy of the letter, with instructions on converting and testing the new DNS platform, is attached for your reference.

Beginning December 7, 2007 CIO/OFT will be retiring the current Statewide DNS servers configured with the names and IP addresses listed below. 
Retiring: 
NS6 - 10.48.0.6

NS7 - 10.48.0.157 and 10.48.0.158
	Services Impacted


The CIO/OFT Statewide DNS provides name resolution services on the NYeNet. Converting to the new DNS platform will enable your organization to maintain intra-agency name resolution services throughout the transition to the new platform. After December 7, 2007 the new centralized platform will become the single point of DNS service on the NYeNet.
	Audience


All New York State agencies, counties, and partner entities that currently have the above (NS6 and NS7) NYeNet DNS servers listed in their network name resolution configuration (directly or indirectly), e.g., name to IP address resolution, forwarding, and/or zone transfers.
	Assistance


If you have questions, please contact your Customer Relations Manager or email customer.relations@oft.state.ny.us.
	Customer Action Required: Yes 


1. Print and follow the detailed instructions in the attached letter if you have not already done so. The letter also outlines a test to insure that you have correctly converted to the new platform.

2. Notify CIO/OFT when you complete the steps, by sending an email to:

dnsadmin@oft.state.ny.us

	Details


See attached letter with instructions for converting and testing to ensure operability with the new DNS platform
	Attachment 


· Statewide DNS Migration letter, dated 10.16.07 
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October 16, 2007

Dear NYeNet Participant,



Please read the following Statewide Domain Name Service (DNS) migration steps outlined in this letter in their entirety. If you have any questions or concerns regarding this DNS transition, please contact your CIO/OFT Customer Relations Manager or email customer.relations@oft.state.ny.us. 

In order to provide improved services to our customers, the Office for Technology has built a new Centralized Domain Name Services (DNS) infrastructure and will be retiring the current Statewide DNS servers configured with the IP addresses listed below. 


Retiring: 10.48.0.6


10.48.0.157


10.48.0.158


This migration will relocate current DNS services from existing servers to the new NYeNet DNS servers configured with the following IP Addresses:



New:
10.53.35.190


10.53.35.222


In addition, the new Centralized DNS infrastructure includes two new devices that will be utilized in the name resolution process for applications implemented at a second site for failover purposes.   The following two IP addresses will need to be added to your routing and firewall rules to allow application failover DNS lookups:



New:
10.53.35.164


10.53.35.196



The transition will impact any Customer Agency that utilizes the CIO/OFT Centralized DNS service. In order to maintain this essential service throughout the transition, the existing DNS servers will remain in production for a period of 30 calendar days to accommodate transition to the new DNS servers. Therefore, CIO/OFT is requesting that you begin planning and take the following steps to transition to the new DNS servers upon receipt of this notification. This will allow a smooth transition and minimize the time required to maintain both old and new DNS service.



Each agency or office must ensure that their DNS or other name resolution infrastructure is configured to obtain regularly scheduled updates from the NYENET DNS servers and perform lookups on the new DNS devices.  Any systems not receiving normal updates or communicating interactively with the new DNS infrastructure will not benefit from failover functionality and may experience unexpected application availability issues.



To facilitate this migration, two steps need to be taken, involving action from both Customer Agencies and CIO/OFT. These steps include preparing your network and DNS service to access the new servers, followed by the actual migration of DNS service to the new servers. Step One, Preparation, may be completed upon receipt of this letter and at your earliest convenience.  Step Two, Migration, may be completed as soon as step one has been implemented. 


We thank you in advance for your cooperation with this transition.

1. STEP ONE – PREPARATION 

1.1 Add routing and firewall rules on the customer network to the NYeNet e-port for the following IP addresses:*


· 10.53.35.190


· 10.53.35.222


· 10.53.35.164


· 10.53.35.196


The subnets hosting these new servers will be dedicated to NYeNet DNS.  CIO/OFT requests that agencies add routing and firewall rules that cover the entire subnet so additional changes will not be needed if the DNS infrastructure is expanded in the future.  The subnets are 10.53.35.160/27 and 10.53.35.192/27.  


NOTE:  Do not route this traffic into any VPN tunnels you may have established with the Data Center; the traffic should be routed directly to your NYeNet gateway.  


The firewall rules on your network should match the existing rules for the current NYS centralized DNS servers 10.48.0.6, 10.48.0.157 and 10.48.0.158. The existing routing and rules for these servers should not be removed at this time.


See the table below for a summary of the firewall rules that need to reach the new centralized DNS servers.


		IP Address of Source Device or Subnet

		IP Address of

Destination or Subnet

		Destination 
Port #

		Protocol

		Description of Service



		10.53.35.190 10.53.35.222   


10.53.35.164


10.53.35.196  *

		Customer Agency DNS servers

		53

		TCP, UDP

		DNS  zone transfers,  lookups



		Customer Agency DNS servers

		10.53.35.190 10.53.35.222


10.53.35.164


10.53.35.196  *

		53

		TCP, UDP

		DNS  zone transfers, lookups





* 10.53.35.160/27 and 10.53.35.192/27 can be used instead of the host specific addresses.   


1.2 Keep the existing routing and firewall rules on the customer network for the following IP addresses: 

· 10.48.0.6


· 10.48.0.157


· 10.48.0.158


1.3 Add 10.53.35.190 and 10.53.35.222 to the “allow zone transfer” for your zones that are uploaded to NYS centralized DNS services.  Do not add 10.53.35.164 and 10.53.35.196 to the   DNS for zone transfers.  The following domain names are provided as examples:


		· co.name.nyenet

		· agency.state.nyenet

		· name.nyenet



		· co.name.ny.us

		· name.gov

		· name.com



		· agency.state.ny.us

		· name.local

		· name.us





1.4 Add glb.nyenet conditional forwarder (Windows 2003) or zone forwarding (Bind) pointing to 10.53.35.190 and 10.53.35.222.  The glb.nyenet conditional forwarder to the above two devices will be utilized in the name resolution process for applications implemented at a second site for failover purposes. 

1.5 Verify zone transfer to DNS servers and site failover devices, as follows:


1.5.1 Verify DNS Servers - From a Command prompt of your local DNS Servers type commands listed in Bold below. If the information that you receive for the non-authoritative answer matches the following example, the zone transfer has been successful. Verify transfers on all local DNS Servers.

O:\>nslookup
Default Server:  (Customer DNS Server) 
Address:  ##### (Customer DNS Server)

>Server 10.53.35.190

>ls –d ofttest.nyenet
Server:  :  (Customer DNS Server)
Address:  :  ##### (Customer DNS Server)

$ORIGIN ofttest.nyenet.


@        1H IN SOAPSNN2NSB.swanccfw1.nyenet.root.PSNN2NSB.swanccfw1.nyenet.(


2007090405      ; serial


15M             ; refresh


10M             ; retry


1D              ; expiry


1H )            ; minimum


1H IN A         10.70.4.40


1H IN NS        PS4NF097.epccfw1.nyenet


1H IN NS        PSNN2NSB.swanccfw1.nyenet.


testing                 1H IN CNAME     testing.glb.nyenet.

www                     1H IN A         10.70.4.40

> Server 10.53.35.222 


>ls  -d ofttest.nyenet

$ORIGIN ofttest.nyenet.


@   1H IN SOA  PSNN2NSB.swanccfw1.nyenet.root.PSNN2NSB.swanccfw1.nyenet. (


2007090405      ; serial


15M             ; refresh


10M             ; retry


1D              ; expiry


1H )            ; minimum


1H IN A         10.70.4.40


1H IN NS        PS4NF097.epccfw1.nyenet


1H IN NS        PSNN2NSB.swanccfw1.nyenet.


testing                 1H IN CNAME     testing.glb.nyenet.


www                     1H IN A         10.70.4.40


1.5.2 Verify Site Failover Devices – Note: You must add a conditional forward (which can be removed after testing) on your DNS for ofttest.nyenet to point to 10.53.35.190 and 10.53.35.222. 


From a Command prompt of your local DNS Servers, type commands listed in Bold. If the information that you receive for the non-authoritative answer matches the following example, the conditional/zone forwarding operation was successful. 

O:\>nslookup
Server:  :  (Customer DNS Server)
Address:  :  ##### (Customer DNS Server)

> testing.ofttest.nyenet
Server:  :  (Customer DNS Server)
Address:  :  ##### (Customer DNS Server)


Non-authoritative answer:
Name:    testing.glb.nyenet
Addresses:  1.1.1.1, 2.2.2.2
Aliases:  testing.ofttest.nyenet

2. STEP TWO - MIGRATION

2.1 Migrate all zones transferred from 10.48.0.6, 10.48.0.157, and 10.48.0.158 to transfer from:


· 10.53.35.190


· 10.53.35.222


2.3 No longer, from this point forward, source any transferred zone from 10.48.0.6, 10.48.0.157, or 10.48.0.158.


This will complete all Customer required steps to convert to the new CIO/OFT Centralized DNS. At the end of the 30-day migration period, the Office for Technology will then issue an announcement and commence the removal of all “allow transfers” from the retired DNS servers, 10.48.0.6, 10.48.0.157, and 10.48.0.158. From that point forward CIO/OFT will no longer allow zone transfers from the retired DNS.
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