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“Info to Know” for Caseworkers 


   The Geographic Information Center (GIC) is Here!!!
The Geographic Information Center (GIC) is a mapping system (much like a GPS) that provides driving instructions for selectable cases in an individuals’ workload. We are very excited about the ability to provide this tool for all CONNECTIONS users at both local districts and voluntary agencies. The GIC was implemented on August 6th.
Further information on the specifics of this tool – how it works, how to access it etc., are included in the document below.  Any questions related to  the GIC should be  emailed directly to the APP Help mailbox at the following mailbox  address:  ocfs.sm.conn_app
A few points about the address: please note that there is an underscore in the address, the underscore has to be typed into the address in order for the email to be directed to the correct mailbox. If you are emailing ‘out of our network’ we ask that you tack on the following piece to the end of the mailbox address: @dfa.state.ny.us or, @ocfs.state.ny.us or, @nysemail.state.ny.us.
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Dragon NaturallySpeaking Info on the CONNECTIONS Intranet 
OCFS has successfully distributed 2,500 Dragon NaturallySpeaking (DNS) licenses, to local districts and voluntary agencies, across the state! Many caseworkers have reported that the use of DNS has dramatically reduced the time it takes to enter progress notes.  They have also used “Dragon” for e-mail, FASP’s and PHR’s. 
Both districts and agencies are in the process of training staff in the use of this software; in this light, we are pleased to announce that we recently created a special Dragon NaturallySpeaking page on the CONNECTIONS intranet!!!  Click on the link to see: http://ocfs.state.nyenet/connect/resources/dragonspeak/dragondefault.asp. We have posted several documents to the page…you’ll find DNS tips, training summary and training agenda info, as well as in-depth info about DNS commands.  Whether you’re a DNS “pro” or a “beginner” you’ll find the info on this page helpful!  We will be updating the info on the page too – so keep checking it!!! 
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The Multiple Person Report (MPR) Run Cycles
**Please note that this piece pertains to local districts only.

Just to clarify, and better understand when the MPR report is available…. the refresh cycle for the MPR is scheduled to run every other Saturday (in the evening).  The last refresh of the report was run on 8/7/2010, the next run is scheduled for 8/21/10 – so a new report will be available on Monday, 8/23 for those individuals at the local districts who are designated  MPR recipients.



Do You Need Help?  Then We Have a Few Resources for You!
Are there times when you are working either in the CONNECTIONS application, using Ilinc, or Dragon NaturallySpeaking or, just browsing the CONNECTIONS intranet and you have either an issue or a question?  Well here are the resources that you can use if any issues come up:

· Issues with the CONNECTIONS application: 

· call the Help Desk at 1.800.697.1323

· email:  ocfs.sm.conn_app
A few points about the address: please note that there is an underscore in the address, the underscore has to be typed into the address in order for the email to be directed to the correct mailbox. If you are emailing ‘out of our network’ we ask that you tack on the following piece to the end of the mailbox address: @dfa.state.ny.us or, @ocfs.state.ny.us or, @nysemail.state.ny.us.
· Issues with Ilinc:
· call the Help Desk at 1.800.697.1323

· Issues with Dragon NaturallySpeaking:

· Click on this link to the Dragon NaturallySpeaking page of the CONENCTIONS intranet: http://ocfs.state.nyenet/connect/resources/dragonspeak/dragondefault.asp
· Questions in general:  

· Contact your regional CONNECTIONS Implementation Specialist



Creation of LDAP Accounts to Support Training for the CONNECTIONS Transformation Document
This document details important information related to the access and delivery of training in preparation for the CONNECTIONS transformation. We ask that you review the content as there are some preparation activities that will be necessary in order for staff to access this important training.  For your reference, a copy of the document is posted to the CONNECTIONS intranet on the Training page: http://ocfs.state.nyenet/connect/training/
General “Info to Know”         




 “The RRR” - Helpful Info About the Records Retention Process 

**Please note that this piece pertains to local districts only.
As you are aware, the purging of unfounded case records resumed on June 28th and has run ran successfully though the first two cycles.  Some of you may be new to this process (and to refresh the minds of  those of you who are “old timers”) so we thought that we would send some info that might be helpful as you work your way through the next ‘To Be Expunged’ report. 

Please note:  The next run is scheduled to begin on September 7th and the ‘To Be Expunged’ report, for records as of 9/20/09, has been posted.  

Helpful Info:

· Records  Retention  Tip Sheet  -  is  posted   to   the CONNECTIONS intranet.  The following is the link to the tip sheet:

 http://ocfs.state.nyenet/connect/jobaides/Tip%20sheets/Records%20Retention%20Tip%20Sheet_V3_08_08.pdf
· CONNECTIONS Job Aid – Local Data Maintenance:

 http://ocfs.state.nyenet/connect/jobaides/FINAL%20REV_CPS_DATA_MAINT_Job_%20Aid.pdf
A schedule of the Records Retention run cycle is posted below. The schedule includes the plan to “catch up” with the Records Retention runs, since they had been “on hold” for a number of months. As you are aware, there will be a recurring sequence of ‘To Be Expunged Reports’, and a subsequent purge every 5 weeks or so until we are “caught up”.  

Records Retention Schedule 
	Cycle #
	Cycle 
Start Date
	Cycle Complete
	Purges Stages Thru
	To Be Date

	1complete
	06/28/2010
	07/3/2010
	12/19/2009
	03/20/2009

	2complete
	08/2/2010
	08/82010
	03/20/2009
	06/20/2009

	3
	09/07/2010
	9/11/2010
	06/20/2009
	09/20/2009

	4
	10/11/2010
	10/16/2010
	09/20/2009
	12/20/2009

	5
	11/15/2010
	11/20/2010
	12/20/2009
	03/20/2010

	6
	12/20/2010
	12/25/2010
	03/20/2010
	06/20/2010

	7
	01/24/2011
	01/29/2011
	06/20/2010
	09/20/2010

	8 
	02/28/2011
	03/02/2011
	09/20/2010
	12/20/2010

	9
	04/04/2011
	04/09/2011
	12/20/2010
	03/20/2011

	10
	05/09/2011
	05/14/2011
	03/20/2011
	05/14/2011

	11
	08/15/2011
	08/20/2011
	05/14/2011
	resumes normal schedule


If you have any further questions on this topic, you can contact your regional CONNECTIONS Implementation specialist.

Please note:  if you uncover any issues with the Records Retention reports please notify your regional CONNECTIONS Implementation Specialist immediately and they will work with the Records Retention report tech team to resolve the issue.



Update of the SCCM Standard Image with the Latest Security Patches
 **Please note that this message is for local district and voluntary agency LAN  

      Administrators.
OFT has just updated the SCCM Standard Image with all of the latest security patches. This Image is been renamed "Load Standard OneImage (HSEN Domain) Jun 2010".

 

Instructions to update:

Please select "Load Standard OneImage (HSEN Domain) Jun 2010" where you would have selected "Load Standard OneImage with Java 1.6.0_16" .

The standard name from this point forward will be "Load Standard OneImage (HSEN Domain) with Current Date Here".
[image: image9.jpg]


 CONNECTIONS Transformation Implementation Activities: Application Security
In preparation for the CONNECTIONS Transformation there are activities that you should complete in order for your agency to be in alignment with the OCFS Security Guidelines and principal of “least access”.  The document posted below outlines activities that are important to your agency’s security design regarding:

· Unit Summary Access and

· Security Business Functions

We ask that you review this document and begin to initiate the activities in order for your agency to maintain a level of access that allows your workers to complete their tasks while not allowing more access than is needed.

We appreciate your ongoing attention to CONNECTIONS Information Security matters.

Should you have any questions regarding this information you should contact your CONNECTIONS Regional Implementation Specialist.
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NEW Postings to the CONNECTIONS Intranet

· ...CONNECTIONS NEWS...  http://ocfs.state.nyenet/connect/


    CONNECTIONS Weekly System Maintenance
Due to regularly scheduled system maintenance, the CONNECTIONS application will not be available on…

· Wednesday, 8/18/10 from 5:00 AM – 7:00 AM
· Friday, 8/20/10 from 5:00 AM – 7:00 AM   
[image: image13.emf]
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The Geographic Information Center (GIC) 
 


The Geographic Information Center (GIC) is a mapping system (much like a 
GPS) that provides driving instructions for addresses in cases a worker selects 
from their individual workload.  
 
This new tool will be implemented on Friday, August 6, 2010 and will be available 
statewide, to all CONNECTIONS users in both local districts and voluntary 
agencies.  
 
Confidentiality Message:  Please note that the information accessed through the 
Geographic Information Center is confidential Child Welfare data, and subject to 
the same confidentiality requirements and protections as data accessed through 
the CONNECTIONS application, or any other Child Welfare system or medium. 


 
 


How Do I Access the GIC? 
 


Access to the GIC is though the CONNECTIONS Reports icon   
on the Citrix screen, through an application named SharePoint. 
 
“Click and Point Directions” to access the GIC: 
 
In order to access the GIC: 


• click on the CONNECTIONS Reports icon – this will open the (SharePoint) 
window  


• then click on the MAPS tab.  
 
 See the illustration below. 


  
 
Once you click the MAPS tab, a grid, labeled Map: Caseload will display.  The 
grid lists the stages on your workload displaying in alphabetical order.   
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See the illustration of the MAP: Caseload Grid below. 


 
 
MAP: Caseload Grid 
 
The following columns are displayed on the Map: Caseload grid:  


• Stage Name 
• Stage  
• Name  
• Address (Primary Address for each person or address of the home/facility)  


 


How To Map an Address 
 


  
Checkboxes for Selection 


The checkboxes for selection appear to the left of the Name (as shown in 
the illustration above).   


o You should click the checkbox next to the name of the address that 
you want to map.   


o The address will then display in the grid named Address to the left 
of the map.  
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To Be Noted:
 


    


• If an incorrect address appears, it must be corrected within 
CONNECTIONS.  


• It should be noted that there will not be a checkbox for persons 
with non validated addresses. 


• A checkbox will not display for a child in a Family Services 
Stage with a current non-end dated program choice of 
Placement or Non-LDSS Custody. “Child in Placement” will 
appear in the Address column. 


• For any person in the stage that has no Name and address 
entered in the ‘Person Detail’ window, the Map Caseload will 
display a blank row. 


• For IAB/FC/DC or a FAD, the first entry under the name column 
will be the Name of the Resource with a check box for the 
agency address. 


• If you have a very large caseload, the GIC will not be able to 
populate the Map: Caseload grid. 
 


           
 


Entry Fields 


• An entry field for Start Point will exist and will be modifiable.  Note 
that you must manually enter the Start Point. 


• An entry field for End Point will exist that will be defaulted to the 
Starting Point and will be modifiable.  


• The state will always default to NY.  
 


 
Address Mapping 


• Up to fourteen addresses may be mapped at a time.  Once fourteen 
addresses have been selected a pop-up message will alert you that 
the maximum number of addresses has been reached. 


o For each selected address, a point will be added to the map 
when the Get Directions pushbutton is selected. 


o De-selecting an address will remove it from the map when 
the Get Directions pushbutton is re-selected. 


o A Reset pushbutton will display under the Map: Caseload 
grid.  Selecting the Reset button will clear all previous 
selections from the page, and reset the page. 


 


 
Reorder of Mapped Addresses 


• You can reorder addresses by selecting the address and using the 
up and down arrows located to the left of the Address grid.  


• Once the map is displayed, hovering over a point on the map will      
display the address and the name, age and role of the person at 
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that address. Please note: if more than one person resides at the 
same address, and multiple people have been selected, the last 
person selected from the grid will be the person that displays in the 
hover over.) 


 


 
Address Validation 


o Addresses that cannot be validated cannot be mapped.  
o If you enter an address that cannot be validated in the Start Point 


field and/or End Point field, a pop up message will appear alerting 
you to change the address and retry the validation.   


o In certain instances the address will validate with changes. You will 
then see the following message: “Modifications/Enhancements 
have been made to your Starting Address. Please review and select 
OK to get directions, or select Cancel to enter a new address.” The 
message will include the address with the changes. 


 
“Get Directions” Pushbutton 
 
The following illustration shows the location of the “Get Directions” pushbutton: 
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Address Stop Markers 


o Each address stop will have a marker in the directions noting the 
beginning and ending address. See below for an example of the 
ending address: 
 


                                   5 Longview Dr 
                                          Clifton Park, NY 12065 


 
o Once a stop has been reached the total miles and estimated time 


will display in the following format:  
              Miles: 3.5 mi – Estimated Time 06 mins. 


 
The Hover Feature 
  
The “Hover” feature appears over the Stage Name and Name in the Map 
Caseload grid and over each Address point on the map. 
 
When the mouse hovers over a Stage Name the following information will be 
displayed in a “hover over” bubble: 


• Stage 
• Stage Type 
• Date opened: MM/DD/YYYY  


  
When the mouse hovers over the Name the following information will be 
displayed in a “hover over” bubble:  


• Relationship/Interest  
• Role  


 
When the mouse hovers over an Address that has not been validated in 
CONNECTIONS the following message will be displayed in a “hover over” 
bubble: “This address has not been validated and cannot be mapped.” 
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The Hover feature is illustrated on the map below. 


 
 
How to Print Directions 
 


• To print mapped directions, select the “Print Directions” pushbutton. 
• A separate window will open and display the full set of directions.   
• Total Trip Time: XXX Miles – hours, Minutes 
 
Security Awareness Message: 
Please be aware that the GIC directions that are being printed are confidential 
Child Welfare data, and need to be protected and disposed of in the same 
way as any data printed from CONNECTIONS or any other Child Welfare 
system. A security message will display with each set of Directions: 
 
                                      ****WARNING**** 
                          CONFIDENTIAL INFORMATION 
                        AUTHORIZED PERSONNEL ONLY 
 
• Once you select the “Get Directions” push button, a route will be 


generated based on the order of the addresses selected.  A label will 
display at the top of the directions with the following information:  
 Driving directions to <Ending Address> X.Y mi – about X hours XX mins  
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Other Resources 
 


• There will be a Web Based Training (WBT) further detailing how this tool 
works.   


• For questions or issues related to the GIC you can send an email to the 
following mailbox address: ocfs.sm.conn_app 


** A few points about the address: please note that there is an 
underscore in the address that has to be typed into the address in 
order for the email to be directed to the correct mailbox. Point two, if 
you are emailing ‘out of our network’ we ask that you tack on the 
following piece to the address: @dfa.state.ny.us or, 
@ocfs.state.ny.us or, @nysemail.state.ny.us. 


• Regional CONNECTIONS Implementation staff are also available for any 
questions related to this, and any, implementation.  



mailto:ocfs.sm.conn_app@ocfs.state.ny.us�
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CAMP Implementation Activities

Security Outreach and Review Activities (SOaR)


Business Function Review

Unit Summary Access:


In preparing for CAMP, there are access items that should be reviewed and maintained so that only users that should access particular units, modules, and areas of CONNECTIONS can do so.  Security Coordinators should review all staff with ‘Unit Summary Access’ to determine if they still need this level of access.


The new navigation to access another workload “Search other units/workloads” is more intuitive and should be easier for staff to use.  The new system offers navigation right from the workload.  Staff who previously had this level of access, but did not know the navigation to access the units may not have been aware of their capability.  


A policy of Least Access (the least access that can be granted and still allow the worker to complete their tasks) should be followed.

Attached is an informational sheet that will outline what steps the district and agencies should take to accurately review the assignment of Unit Summary Access Business Function within their district or agency.  The OCFS Implementation team is available to assist with this effort.

Security Business Functions:


In preparing for CAMP, there are access items that should be reviewed and maintained so that only users that should access particular modules and areas of CONNECTIONS can do so.  A policy of Least Access (the least access that can be granted and still allow the worker to complete their tasks) should be followed. 


In CAMP the user will use the same navigation for either view or maintain security functions.  Additionally, the user will no longer need a specialized VIEW SECURITY Business Function in order to have view ability for staff security. This expanded view ability will assist the district/ agency in troubleshooting access and security issues


Since the navigation for view and maintain Security is the same in the new application, staff who have maintain access will access all windows in the modify mode.  All staff that has maintain capabilities should be evaluated to determine if they still need to have that level of access.  


Attached is an informational sheet that will outline what steps the district and agencies should take to accurately review the assignment of Security Business Functions within their district or agency.  The OCFS Implementation team is available to assist with this effort.
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Security Business Functions Maintenance


Brief Description of Current Security Business Function/ Process


As a Security Coordinator or a user who has Security Business Functions, the user currently goes to Maintain on the Toolbar and selects the appropriate function to maintain. 
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Those who have View Access currently go to the Options menu on the Toolbar and can then select the function they would like to view.
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What is New?



In CAMP the user will use the same navigation for either view or maintain security functions.  Additionally, the user will no longer need a specialized VIEW SECURITY Business Function in order to have view ability for staff security. This expanded view ability will assist the district/ agency in troubleshooting access and security issues.
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Implications and Considerations


In preparing for CAMP, there are access items that should be reviewed and maintained so that when the system is up and running, only users that should access particular modules and areas of CONNECTIONS can do so.  Since the navigation for view and maintain access is the same in the new application (see above), staff who have maintain access will access all windows in the modify mode.  All staff that has maintain capabilities should be evaluated to determine if they still need to have that level of access.  



The purpose of the following information is to provide districts and agencies with guidance on reviewing and maintaining Security Business Functions in CONNECTIONS.



Background and Definitions


A policy of Least Access (the least access that can be granted and still allow the worker to complete their tasks) should be followed. 


Access in CONNECTIONS is defined as a worker’s ability to view or maintain information. View Access is the ability to see the information without having the ability to modify it in any way. Maintain Access is the ability to add, modify, update, delete, or otherwise manage information.


It is the Security Coordinator’s responsibility to grant the worker the permissions that provide the additional access the worker needs in order to complete tasks in CONNECTIONS. This access needs to be broad enough to allow the worker to get the job done without being too broad (and therefore granting inappropriate access).  


In any particular instance, a worker’s ability to use CONNECTIONS to complete tasks is the result of a combination of factors: 



• The worker’s role in the stage 



• The worker’s role in the unit 



• The worker’s job responsibilities (reflected in CONNECTIONS as Business Functions) and 



• Specialized job responsibilities (reflected in CONNECTIONS as additional, more restrictive Business Functions.) 


· Agency Access/ Agency Access in conjunction with the Organizational Hierarchy


· Designee status


Business Functions


The Security Coordinator uses the assignment of Business Functions to expand a worker’s access in CONNECTIONS beyond “standard” access to the Toolbar. Business Functions increase the worker’s access beyond that resulting from a Stage Role or Unit Role. 



A Business Function is designed to allow a worker to perform a particular function or group of functions. Combinations of Business Functions are used to tailor a worker’s access to complete casework duties. Such expansions of access are assigned on a person-by-person basis.  Business Functions are made up of Security Attributes. Business Functions are created by OCFS CONNECTIONS staff for each Office Type. In some instances there is a one-to-one relationship between a Business Function and a Security Attribute. In other instances, a Business Function is made up of more than one Security Attribute.  A group of Business Functions or Security Attributes that have grouped together is called a Bundle.   An example of a Business Function Bundle is, CPS SUPERVISOR.  If you assign a bundle, all of the Business Functions or attributes contained in it will be assigned.  A Bundle cannot be customized. 


Security Business Functions


In order to perform security maintenance functions, Security Coordinators must have the following Business Functions in addition to “standard access”:


			Business Function 


			Description 





			MAINT SECURITY 


			Allows Security Coordinators to view and assign Business Functions for workers in their agencies and to assign designees to other workers 





			MAINTAIN STAFF 


			Allows Security Coordinators to add, modify and delete staff information for workers in their agencies, including end-dating and reinstating workers 





			MAINTAIN UNIT 


			Allows Security Coordinators to add, modify and delete unit information for their agencies 





			MAINTAIN OFFICE 


			Allows Security Coordinators to add, modify and delete office information for their agencies 





			MAINT ORG HIER 


			Granted by State Staff for locally designated workers to maintain the Organizational Hierarchy window 





			MAINT AGY ACC 


			Granted by State Staff for locally designated workers to maintain the Agency Access window 








NOTE* Review those who can maintain the security of the agency and whether those persons have Designees that then also have those abilities.  OCFS recommends a regular review of these Business Functions.



In order to review who has the Security Business Functions for a district or agency, the user must run the OCFS Data Warehouse Business Function Security Report.  This report allows the user to run the report by one or more Business Functions and the report brings back all of the Business Functions that contain the security attributes contained in specified Business Functions.  The report lists the names of the Business Functions, Security Attributes, Names of the individuals assigned the Business Functions, the Unit and Site they are affiliated with and; if they have a Designee, that person is listed along with their unit listing and the status column, (active/ deleted) if selected.  



Ex:  Here is an example of the Data Warehouse page where the Business Function Report is run and a partial example of the resulting report for the Security Business Functions as well as the Maintain Resources and Maintain Designees Business Functions for a small District.  When the user opens the report, the district or agency code is loaded.  The user can then select one or more Business Functions from the list on the left by holding the control key while making selections.  The user then selects the associated Security Attributes by clicking that option and then those load into the window on the right.  The user then selects active or deleted staff and runs the report by selecting the finish button.  The user then has the option of loading the report into excel or leaving as a PDF document. 
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Example Security Business Functions Report :  There are 3 individuals with the BFs below (names not shown) The other columns that are listed in the report are Name, Logon, Designee, Designee unit, Worker status.


			Business Function Report example


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			


			


			


			


			


			





			Security Attribute


			Site-Unit


			Staff Name


			Logon


			Designee


			Unit





			Maintain Designees


			2A0-002


			


			


			 


			 





			Maintain Designees


			2A0-002


			


			


			 


			 





			Maintain Staff


			2A0-002


			


			


			 


			 





			Maintain Staff


			2A0-002


			


			


			 


			 





			Maintain Unit


			2A0-002


			


			


			 


			 





			Maintain Unit


			2A0-002


			


			


			 


			 





			Maintain Resources


			2A0-002


			


			


			 


			 





			Maintain Resources


			2A0-002


			


			


			 


			 





			Maintain Resources


			2A0-002


			


			


			 


			 





			Maintain Resources


			2A0-002


			


			


			 


			 





			Maintain Agency Access


			2A0-002


			


			


			 


			 





			Maintain Designees


			2A0-002


			


			


			 


			 





			Maintain Designees


			2A0-002


			


			


			 


			 





			Maintain Organizational Hierarchy


			2A0-002


			


			


			 


			 





			Maintain Resources


			2A0-002


			


			


			 


			 





			Maintain Resources


			2A0-002


			


			


			 


			 





			Maintain Security


			2A0-002


			


			


			 


			 





			Maintain Security


			2A0-002


			


			


			 


			 





			View Business Functions


			2A0-002


			


			


			 


			 





			View Business Functions


			2A0-002


			


			


			 


			 





			Maintain Office


			2A0-002


			


			


			 


			 





			Maintain Office


			2A0-002


			


			


			 


			 





			Maintain Staff


			2A0-002


			


			


			 


			 





			Maintain Staff


			2A0-002


			


			


			 


			 





			Maintain Unit


			2A0-002


			


			


			 


			 





			Maintain Unit


			2A0-002


			


			


			 


			 








Security Business Function Maintenance:



Once the user runs the report, then they can review who has the ability to maintain Security functions for the district/ agency and can update as needed.  The user can also see if a person with a Security Business Function has a Designee who is also getting the ability to maintain that function as a result of being a Designee.  The user will be able to see if a user has a Security Attribute assigned more than one time unnecessarily.  (Ex:  if the user is getting MAINT DESIGNEES as a result of the CPS Supervisor Bundle, they do not also need the MAINT DESIGNEE BF assigned)


In order to remove a Business Function from a user, the Security Coordinator (or someone with MAINT SECURITY Business Function) will go to Maintain Security on the CONNECTIONS Toolbar, do a search of the name of the person for whom maintenance is needed, and then select the Security Details.  Once in the details, the user  will de-select the Business Function that is to be removed by double clicking on it and then selecting the save button.



The user can then repeat for all necessary Business Functions and for all individuals who no longer need to maintain security functions.


Remember:  State staff grant and remove access to district/ agency users to maintain their Agency Access Settings and Organizational Hierarchy.  This is done when the district or agency submits a form requesting additions or removals of users for these Business Functions to the App Help mailbox or to Paula Ainspan.



The district can assign people other than the Security Coordinator or Backup Security Coordinator Security Business Functions as needed, however it is important for the district or agency to be aware of who has this authority, that there is oversight of the granting of access, and the least access policy for granting access should be followed.
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Unit Summary Access Business Function Maintenance


Brief Description of Current Security Business Function/ Process


A user who needs to maintain another user’s work that is contained in the other user’s workload must have the ability to access that user’s workload.  This is called Unit Summary Access.   A user may be getting that access because of Agency Access Settings, Unit Hierarchy Access, or Designee status.  In all three cases, the user must have the Unit Summary Access Business Function which will allow the user to select the UNIT icon from the CONNECTIONS Toolbar.
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Once a user selects the unit, they then enter the identifying information about the unit they need to access into the Search Criteria Boxes (default is the user’s own workload) and then select the Search button.  This will bring the user to the workloads of the unit they would need to access.  
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The user will then highlight the worker whose workload they need to maintain from the list and then they will select the workload button to enter the location of the appropriate case/ stage list.



What is New?



In CAMP, from the home page, the user will go to the workload tab in order to get access to another unit.  The user will select the Search Other Units Arrow in order to bring the Unit Search Criteria into view.  The user will enter the unit criteria for the unit they wish to access and then search, select a worker, and select go in order to see the case list for the user whose unit they accessed and whose work they need to maintain.


Implications and Considerations



In preparing for CAMP, there are access items that should be reviewed and maintained so that when the system is up and running, only users that should access particular units, modules, and areas of CONNECTIONS can do so.  The path to access another workload “Search other units/workloads” is more intuitive and should be easier for staff to use.  Staff who previously had this level of access, but did not know the navigation to access the units may not have been aware of their capability.  The new system offers navigation right from the workload.  Security Coordinators should review all staff with ‘Unit Summary Access’ to determine if they still need this level of access.



The purpose of the following information is to provide districts and agencies with guidance on reviewing and maintaining Unit Summary Access in CONNECTIONS.



Background and Definitions



A policy of least access (the least access that can be granted and still allow the worker to complete their tasks) should be followed.



Business Function:  Business Functions grant CONNECTIONS access to workers (beyond the “standard” access granted by the local LAN administrator through WEBSTAR). Business Functions are made up of Security Attributes. Business Functions are created by OCFS CONNECTIONS staff for each Office Type.



A Business Function is designed to allow a worker to perform a particular function or group of functions. For example, supervisors need to be able to review and approve (or reject) the work of workers in their unit. The assignment of the UNIT SUM ACCESS Business Function provides the Unit Approver with View access to stages on the Assigned Workload of each staff person in the Unit and the same Maintain access as the workers in the Unit.   In some instances there is a one-to-one relationship between a Business Function and a Security Attribute. In other instances, a Business Function is made up of more than one Security Attribute.


Unit Summary Access Business Function:  The Unit Summary Access Business Function allows users to have view/ maintain access to stages in the Assigned Workloads of staff in their unit(s).  It gives the same maintain access as that of the assigned worker. 


Role in Unit/Unit Hierarchy: Staff is categorized within a unit into a hierarchy of Workers, Supervisors, Maintainers, and Managers.  Each unit also contains one Unit Approver. Unit members, other than the Unit Approver, may need to access workloads of other unit members in order to assign stages or record case information such as fingerprint results. Being the Unit Approver or having a role in the unit hierarchy that is above that of the role of the Unit Approver, combined with the Unit Summary Access Business Function, will grant that access.



Maintaining the Unit Summary Access Business Function


When a user does need the Unit Summary Access Business Function



In reviewing whether a user needs the Unit Summary Access Business Function in your District / Agency, there are a number of things to consider:   



1.  Is the agency using any of the Agency Access Settings? If yes, 



· the agency is using any of the Agency Access settings, 



· then, those users that will need access as a result of the particular setting will also need to have Unit Summary Access Business Function in order to access the unit of those that they need to complete work for
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2. Is the user a Unit Approver? If yes, 


· the user will need the Unit Summary Access Business Function to maintain the work of his/ her unit


3. Does the user need to complete work for anyone in their own unit?  If yes, 


· the user will need to have a unit hierarchy role above that of the role assigned to the Unit Approver, 


· and have the Unit Summary Access Business Function



(Unit Hierarchy roles = worker<supervisor<maintainer<manager)


4. Is the user “OUT” assigned to any other unit?  If yes, then verify that the user still needs to complete work for others.



· Does the user need to complete Child Protective, FAD, or FSS work for other units?  (for FSS, if no agency access settings used or settings don’t apply to that user) If yes, 



· the user will need to have a unit hierarchy role above the role assigned to the Unit Approver, 



· and have the Unit Summary Access Business Function


(roles = worker<supervisor<maintainer<manager)


5.  Does the user provide CPS coverage that requires them to do work beyond entering progress notes? If yes, 



· the user will need to be “Out” assigned to the units they need to complete work for,



· and have a unit hierarchy role that is above the role assigned to the Unit Approver, in those units,


· and have the Unit Summary Access Business Function



(roles = worker<supervisor<maintainer<manager)



When a user does not need to have the Unit Summary Access Business Function


Note:  A user will not be able to access any other units without the Unit Summary Access Business Function regardless of other settings.


6. A user does not need the Unit Summary Access Business Function if they do not need to complete the work of any other user and the user does not do coverage for the agency.


7.  If the district/ agency is not using Agency Access settings;



· and the user is not out assigned to any other units, 



· and the user does not complete work for others in his/ her unit,



· and the user has a unit hierarchy role below that of the unit approver (worker<supervisor<maintainer<manager), 


· and the user does not do agency coverage, 



· and the user does not do specialty work not covered by a specialty Business Function, 



· Then,  the user should not have the Unit Summary Access Business Function



8. If the district/agency is not using Agency Access Settings;



· and the Unit Approver has a unit hierarchy role of Manager, 


· and the user is not out assigned to any other unit, 



· and the user does not do coverage for the agency, 



· then, the user does not the need Unit Summary Access Business Function because they cannot access the unit without a unit hierarchy role above that of the unit approver 


(who in this case already has the highest role?) (worker<supervisor<maintainer<manager)


9. If the district/ agency is not using Agency Access Settings;



· and the user is not out assigned to any other unit, 



· and the user has the same role as the Unit Approver, 



· and the user does not do coverage for the agency



· then, the user does not the need Unit Summary Access Business Function because they cannot access without a unit hierarchy role above that of the unit approver (in this case the user has the same role, not a role above the unit approver ) (worker<supervisor<maintainer<manager)


Specialty Business Functions to Grant Specific Access for a Specific Functionality



Reminder:  A policy of least access (the least access that can be granted and still allow the worker to complete their tasks) should be followed.



10. NOTE*  If a user only needs to enter Progress Notes for cases for other users, they should be given the ENTER PROG NOTES Business Function instead of being put into the unit hierarchy.  The user can enter the case/ stage ID and use the specialty path to complete progress notes work. (note:  the worker will be able to view the other progress notes for the case)


11. NOTE*   If a user only needs to enter Education Information for cases for other users, they should be given the MAINT EDUCATION Business Function instead of being put into the unit hierarchy.  The user can enter the case / stage ID and use the specialty path to complete education work.


12. NOTE*   If a user only needs to complete Service Plan Reviews for cases for other users, they should be given the ACC SERPLAN REV Business Function instead of being put into the unit hierarchy.  The user can enter the case/ stage ID and use the specialty path to complete the Service Plan Review.



13. NOTE*   If a user only needs to enter health information for cases for other users, they should be given the MAINT HEALTH Business Function instead of being put into the unit hierarchy.  The user can enter the case/ stage ID and use the specialty path to complete the Health Information.
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