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	Overview


This OFT bulletin describes implementation of a new policy regarding HSEN workstations that have not accessed the HSEN network for more than 30 days.
Workstations that have not been used for 30 days pose a serious security risk, as they do not have current anti-virus signatures, nor do they have current security patches applied.
To implement this new policy OFT will identify HSEN workstations that have not accessed the HSEN network for more than 30 days.  A script will be run and will automatically move those identified workstations to a new Organizational Unit (OU) named 30Plus.  Furthermore, once the workstations have not accessed the HSEN domain for a total of 60 days, they will be permanently deleted from accessing the HSEN network.  

	Services Impacted


Workstations that are moved to the 30Plus container will be disabled and therefore unusable.  In order to use the workstation again, it will be necessary for the LAN Administrator to use the CompDel utility to delete the workstation from the domain and re-image the workstation with OneImage.   

	Audience


Local Security Administrators (LSAs) for OCFS, OTDA, DOL, DOH, County DSS, HRA and Voluntary Agencies
Workstation Officers (WOs)

Agency Super Administrators (ASAs)
	Assistance


If you have questions regarding this policy, please contact the OFT CNS Network Operating Services unit by sending an email to the oft.sm.cns.oftsec mailbox.  

	Customer Action Required: Yes 


LSAs, WOs and ASAs should use the tool NYSeWebstar to delete from the HSEN network workstations that: 

· are unplugged;

· are plugged in, but not turned on; or 

· have been swapped out and declared surplus. 

This action should be part of your normal administrative procedures when someone leaves employment at your agency.  The agency or sponsoring agency will continue to be charged for these workstations if this action is not taken.

	Details


OFT will execute a script each day, which will identify workstations that have not accessed the network for more than 30 days.  The workstations identified by this script could include workstations that are unplugged, workstations that are plugged in but not turned on, or workstations that have been swapped out and declared surplus.
The workstations that fall into these categories will be disabled and moved to a new OU under the Lost Computers OU named 30Plus.  A workstation that meets the above criteria will remain in the 30Plus OU for 30 days and will then be permanently deleted from the domain.
To get a workstation added back into the domain once it has been put into the 30Plus OU or permanently deleted, it will be necessary to re-image the workstation with OneImage.   However, before you re-image you should use NYSeWebstar to check the location of the workstation in the active directory.  If the workstation is located in the 30Plus container, it will be necessary to use the CompDel utility to delete the workstation from the domain before the re-image; otherwise you will be unable to manage the workstation after the re-image.  If you re-image a workstation while it is in the 30Plus container, the workstation will be enabled, but will remain in the 30Plus container until the next day when the script is run again.  At that time any enabled workstations in the 30Plus container will automatically be moved to the Computers container.
As always, if the workstation is in the Computers container, it will be necessary to use NYSeWebstar to move the computer to an OU you can manage.
If you run into any problems and need assistance, please call the EHD at 1-800-697-1323 and open a ticket.  

	Attachment


None
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